This article has been accepted for inclusion in a future issue of thisjournal. Content is final as presented, with the exception of pagination.

IEEE/ACM TRANSACTIONS ON NETWORKING

Towards Privacy Preservation in Strategy-Proof
Spectrum Auction Mechanisms for
Noncooperative Wireless Networks

Fan Wu, Member, IEEE, ACM, Qianyi Huang, Student Member, ACM, Yixin Tao, and Guihai Chen, Member, IEEE

Abstract—The problem of dynamic spectrum redistribution has
been extensively studied in recent years. Auctions are believed to
be among the most effective tools to solve this problem. A great
number of strategy-proof auction mechanisms have been proposed
to improve spectrum allocation efficiency by stimulating bidders
to truthfully reveal their valuations of spectrum, which are the
private information of bidders. However, none of these approaches
protects bidders’ privacy. In this paper, we present PRIDE, which
is a PRIvacy-preserving anD stratEgy-proof spectrum auction
mechanism. PRIDE guarantees k-anonymity for both single- and
multiple-channel auctions. Furthermore, we enhance PRIDE to
provide £-diversity, which is an even stronger privacy protection
than k-anonymity. We not only rigorously prove the economic
and privacy-preserving properties of PRIDE, but also extensively
evaluate its performance. Our evaluation results show that PRIDE
achieves good spectrum redistribution efficiency and fairness with
low overhead.

Index Terms—Privacy, radio spectrum management.

I. INTRODUCTION

HE FAST-GROWING wireless technology is exhausting
the limited radio spectrum. Due to traditional static, ex-
pensive, and inefficient spectrum allocation by government, the
utilization efficiency of radio spectrum is low in spatial and
temporal dimensions. On one hand, many spectrum owners are
willing to lease out or sell idle spectrum and receive proper
payoff. On the other hand, many new wireless applications,
starving for spectrum, would like to pay for using the spectrum.
To tackle this artificial spectrum deficit by static spectrum allo-
cation, secondary spectrum markets have emerged.
Due to its fairness and allocation efficiency, auction has
become a popular marketing tool to redistribute radio spectrum.
In recent years, a number of spectrum auction mechanisms
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(e.g., [2], [51, [6], [8], [27], [29]-[31], [36], and [37]) have
been proposed. As specified on its official Web site [7], it is the
FCC’s mission to provide high-quality communication services
to all wireless users. Thus, social welfare is put before revenue
in spectrum auctions. In a strategy-proof auction (defined in
Section III), bidders can maximize their utility by reporting their
true valuations to the auctioneer. Thus, it eliminates bidders’
strategic behavior, and the auctioneer can allocate the spectrum
to bidders who value it most. However, spectrum/channel
valuations are the private information of the bidders. Once the
valuations are revealed to a corrupt auctioneer, she may exploit
such knowledge to her advantage, either in future auctions or by
reneging on the sale [18]. Therefore, privacy preservation has
been regarded as a major issue in auction design. Unfortunately,
none of the existing spectrum auction mechanisms provides
any guarantee on privacy preservation.

In an ideally privacy-preserving auction (e.g., [18]), any party
in the auction can only know the winners together with their
charges for the goods and never gain any information beyond
the outcome of the auction. However, spectrum is different from
traditional goods, due to its spatial reusability, by which two
spectrum users can share the same wireless channel simultane-
ously once they are well separated (i.e., out of interference range
of each other). Thus, existing privacy-preserving auction mech-
anisms cannot be directly applied to spectrum auctions.

Designing a feasible privacy-preserving spectrum auction
mechanism has its own challenges. The first challenge is the
spatial reusability of spectrum. Existing works on privacy-pre-
serving auctions are designed for conventional commodities.
They cannot fully exploit the spatial reusability of spectrum.
Second, strategy-proofness and bid privacy are somewhat con-
tradictory objectives. Strategy-proofness encourages bidders
to reveal their true valuations of the spectrum, whereas bid
privacy tends to prevent the auctioneer and other participants
from learning the bidders’ true valuations.

In this paper, we consider the joint problem of designing both
strategy-proof and privacy-preserving auction mechanisms for
spatial reusable radio spectrum. We propose PRIDE, which
is a PRIvacy-preserving anD stratEgy-proof spectrum auction
mechanism. As shown in Fig. 1, we introduce an agent in
PRIDE, who can interact with both the auctioneer and the
bidders. We design a simple but effective order-preserving
encryption scheme to enable the auctioneer to compare bids
without knowledge of their exact values. Bidders interact with
the agent via oblivious transfer to receive their order-pre-
serving encrypted bids without revealing their original bids
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Fig. 1. Auction framework of PRIDE.

to the agent. As long as the agent and the auctioneer do not
collude, PRIDE can guarantee both strategy-proofness and
privacy preservation.

We summarize our contributions in this paper as follows.

* To the best of our knowledge, PRIDE is the first strategy-
proof and privacy-preserving auction mechanism for spec-
trum redistribution.

* We propose a novel and practical technique, called
PRIDE, to guarantee k-anonymous privacy preservation
in a generic strategy-proof spectrum auction mechanism
(e.g., [29] and [37]). In Section V, we extend PRIDE
to adapt to multichannel bids, and it still achieves both
strategy-proofness and k-anonymity. We further en-
hance PRIDE to provide a stronger privacy protection. In
Section VI, we present enhanced PRIDE, which guaran-
tees £-diversity.

* We implement PRIDE and extensively evaluate its per-
formance. Our evaluation results show that both PRIDE
and enhanced PRIDE achieve good efficiency and fairness
on spectrum redistribution while inducing only a small
amount of overhead.

The remainder of this paper is organized as follows. In
Section II, we briefly review the related work. In Section III,
we present technical preliminaries. In Section IV, we present
the detailed design of PRIDE for the single-channel request
case. In Section V, we extend PRIDE to support multichannel
bids. We present enhanced PRIDE in Section VI, which pro-
vides stronger privacy protection. In Section VII, we show the
evaluation results of PRIDE. Finally, we conclude our work and
point out potential directions for future work in Section VIII.

II. RELATED WORK

Spectrum allocation mechanisms have been studied exten-
sively in recent years. A number of works have been presented
for market-driven dynamic spectrum auctions. For instance,
[29], [36], and [37] are early works on auction-based spectrum
allocation mechanisms, achieving both strategy-proofness
and economic-robustness. Gao and Wang [10] proposed sev-
eral algorithms that enable selfish players to converge to the
min-max coalition-proof Nash equilibrium (MMCPNE) in
channel allocation scheme. Deek et al. proposed Topaz [5] to
guard against time-based cheating in online spectrum auctions.
Topaz models the spectrum allocation as a 3-D-bin problem
(time, space, and frequency) and applies critical charging to
guarantee truthfulness. Reference [31] is another piece of
work on online spectrum auctions, which achieves efficiency,
truthfulness, and asymptotically optimum competitive ratios.
Al-Ayyoub and Gupta [2] designed a polynomial-time truthful
spectrum auction mechanism with a performance guarantee
on revenue. Xu et al. [30] considered spectrum allocation
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under many scenarios (e.g., the bidders are single-minded or
not). They designed approximation algorithms to maximize
social efficiency and strategy-proof mechanisms to charge the
bidders. Yu et al. [34] exploited network topology and routing
information to allocate channels in wireless sensor networks.
They proved that the problem is NP-hard and further proposed
a distributed game-based algorithm, which can converge to an
NE in finite iterations and is suboptimal. TAHES [8] is a truthful
double auction mechanism for heterogeneous spectrum. It con-
siders a more realistic scenario, where different channels have
different characteristics. Buyers may access different sets of
channels due to their different locations, and different channels
have different interference ranges. Dong et al. [6] tackled the
spectrum allocation problem in cognitive radio networks via
combinatorial auction. They allow bidders to request for any
combination of time-slots and frequency slots. Hoefer ez al. [12]
put forward the first approximation algorithm for combina-
torial auctions with conflict graph. They mainly focused
on edge-weighted graphs, which is compatible with a large
number of interference models. Hoefer and Kesselheim [11]
further studied bidders with symmetric or submodular valua-
tions, which are natural interpretations in secondary spectrum
auctions. However, none of the existing spectrum auction
mechanisms provides any guarantee on privacy preservation.
Recently, Huang et al. [13] proposed SPRING, which is the
first privacy-preserving and strategy-proof spectrum auction
mechanism in noncooperative wireless networks.

According to [3], existing works on privacy-preserving auc-
tions mainly fall into the following three categories:

1) An additional third party (e.g., [18]) cooperates with
the auction authority to run the auctions. The auction
authority and the third party are responsible for comple-
mentary work, however neither of them can learn private
information without collusion. Our design belongs to this
category.

2) Multiple symmetric auction servers (e.g., [21]) jointly de-
termine the auction outcome. Computation is performed in
a distributed manner. Generally, we assume a fraction (e.g.,
two-thirds or half) of the auction servers are trustworthy.

3) Bidder-resolved protocols (e.g., [3]) do not rely on any auc-
tion authority or third parties. Bidders themselves jointly
determine the auction outcome.

Unfortunately, existing works on privacy-preserving auctions
are designed for traditional commodities, which can be allocated
to only one bidder. When applied to spectrum auctions, these ex-
isting solutions cannot exploit the spatial reusability of the spec-
trum. Thus, they can lead to significant degradation of spectrum
utilization. Assuming that we directly apply privacy-preserving
(M + 1)st-price auction in spectrum auctions, each channel
can be allocated to only one bidder, resulting in extremely low
channel utilizations. Jointly considering the characteristics of
spectrum auction and the privacy of bidders, we are the first to
investigate strategy-proof and privacy-preserving mechanisms
for spectrum auction.

III. PRELIMINARIES

In this section, we first briefly review some important solution
concepts from mechanism design, and then present our auction
model together with a generic strategy-proof auction scheme for
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spectrum allocation. Finally, we introduce several useful tools
from cryptography.

A. Solution Concepts

We review the solution concepts used in this paper. Intu-
itively, mechanisms are a set of rules designed to achieve a
specific outcome. Let s; denote player :’s strategy and s_; de-
note the strategy profile of all the players except player 7. Let
u; (i, $_;) be the utility of player ¢ when the strategy of player i
is s;, and the strategy profile of the other playersis s _;. A strong
solution concept from mechanism design is dominant strategy.

Definition 1 (Dominant Strategy [9], [19]): Strategy s; is
player ¢’s dominant strategy in a game, if for any strategy s #
s; and any other players’ strategy profile s _;, the utility u; of
the player ¢ always satisfies the following condition:

(8,8 ) > ui(sh, 8.

Apparently, a dominant strategy of a player is a strategy that
maximizes her utility, regardless of what strategy profile the
other players choose.

The concept of dominant strategy is the basis of incentive-
compatibility, which means that there is no incentive for any
player to lie about her private information, and thus revealing
truthful information is a dominant strategy for each player. An
accompanying concept is individual-rationality, which means
that every player truthfully participating in the auction is ex-
pected to gain no less utility than nonparticipation. We now in-
troduce the definition of Strategy-Proof Mechanism.

Definition 2 (Strategy-Proof Mechanism [17], [26]): A
mechanism is strategy-proof when it satisfies both incen-
tive-compatibility and individual-rationality.

In the field of privacy preservation, k-anonymity [23] is
a commonly used criteria for evaluating privacy-preserving
schemes. A scheme provides k-anonymous protection when
a person cannot be distinguished from at least £ — 1 other
individuals.

Definition 3 (k-Anonymity [23]): A privacy-preserving
scheme satisfies k-anonymity if a participant cannot be identi-
fied by the sensitive information with probability higher than
1/k.

In this paper, we consider the problem of privacy preserving
in a semi-honest model, in which each party honestly follows
the protocol, but attempts to infer additional information from
the messages received during the execution [15], [25], [32].

B. Auction Model

As shown in Fig. 1, we model the process of spectrum allo-
cation as a sealed-bid auction, in which there is an auctioneer,
an agent, and a group of small service providers (bidders). The
auctioneer may be a primary user who tends to lease her idle
channel in order to receive proper payoff during her idle time.
The auctioneer may also be a specialized third-party platform
for spectrum management, such as Spectrum Bridge [22]. There
are a number of orthogonal and homogenous spectrum channels
that can be leased out to a set of bidders, such as WiFi access
points, who want to temporarily lease channels to serve their
customers in particular geographic regions. In contrast to ex-
isting works (e.g., [29], [36], and [37]), we have an additional

authority, called agent, who can communicate with both the auc-
tioneer and the bidders. The agent is a nonprofit party, and we
require that the agent should be a well-established organization.
Therefore, the government or some trustworthy nonprofit or-
ganizations are suitable to play the role of the agent. Bidders
simultaneously submit their bids (encrypted by the method pro-
posed in this paper) for channels via the agent to the auctioneer,
such that no bidder can learn other participants’ bids. The auc-
tioneer decides the allocation of channels and the charges for
the winners.

We consider that there is a set C = {1,2,...,¢} of orthog-
onal and homogenous channels. Different from the allocation
of traditional goods, a channel can be leased to several bidders
if they can transmit and receive signals simultaneously with an
adequate signal-to-interference-plus-noise ratio (SINR).

We also consider that there is a set N = {1.2,....,n} of
bidders. Each bidder i € N requests a single channel (in
Section IV) or multiple channels (in Section V) and has a
valuation v; per channel. The per-channel valuation may be
the revenue gained by the bidder for serving her subscribers,
which is also referred to as #ype in literature, and is private to
the bidder.

Let ¥ = (v1,vs,...,u,) denote the valuation profile of the
bid@ers. In the auction, the bidders choose their bids, denoted
by b = (b1,bs2,...,b,), which are based on their types, and
submit the encrypted bids simultaneously to the auctioneer via
the agent.

The auctioneer determines the set of winners W C N,
channel allocation to the bidders @ = (a1, as, ..., a,), and the
charging profile 7 = (p1,p2, ..., Pn).

Then, the utility «; of bidder ¢ € N can be defined as the
difference between her valuation on the channels that she wins
and the charge p;

Ui = Vit — Pi-

We assume that the bidders are rational. The objective of each
bidder is to maximize her utility, and she has no preference over
different outcomes with equivalent utility. We also assume that
the bidders do not collude with each other.

In contrast to the bidders, the overall objective of the auction
mechanism is to achieve good channel utilization and satisfac-
tion ratio (defined in Section VII) while guaranteeing strategy-
proofness and privacy preservation.

C. Generic Strategy-Proof Spectrum Auction

In this section, we present a generic strategy-proof spec-
trum auction mechanism, which is general enough to capture
the essence of a category of strategy-proof spectrum auction
mechanisms (e.g., [29] and [37]). The generic spectrum auction
presented here works in the case of single-channel auction. In
Section V, we will show how to extend it to adapt to multi-
channel bids.

In the generic spectrum auction, we model the interference of
the bidders by a conflict graph. Each bidder is a node, and any
pair of bidders in the interference range of each other is con-
nected by an edge in the conflict graph. With the method pro-
posed in [35], we can construct a conservative conflict graph,
however with higher link reliability. The interference model
in [35] is based on SINR, and thus we can get a conflict graph
that satisfies the SINR constraints. Bidders are first divided into
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nonconflicting groups by any existing graph coloring algorithm
(e.g., [28]) in a bid-independent way

stgiNg =0V, €6,j#land | J g; =N.
9,6

A group bid a; for each group g; € G is calculated as
o = lg;| - min{bs|i € g;}.

All bidder groups are ranked by their group bids in nonin-
creasing order with bid-independent tie-breaking

G/:0120’22~~20;n.

Bidders from the top w = min(e, m) groups are winners.
Each winning group is charged with o/, ; (0, if o}, ; does not
exist). The charge is shared evenly among the bidders in each
winning group. Formally, a bidder ¢ from a winning group g; is
charged with price

p; = { ”fw+l/|gj|7 ifm >.C
0, otherwise.

Essentially, the generic spectrum auction guarantees strategy-
proofness because the charge for a winner is independent of her
bid.

Theorem 1: The generic spectrum auction is a strategy-proof
mechanism.

Please refer to Appendix A for the proof.

D. Cryptographic Tools

In this paper, we employ three cryptographic tools, including
order-preserving encryption, oblivious transfer, and secure mul-
tiparty computation.

1) Order-Preserving Encryption: OPES [1] is a representa-
tive scheme to encrypt numeric data while preserving the order.
It enables any comparison operation to be directly applied on
the encrypted data.

Intuitively, we can protect the privacy of bidders in the auc-
tion by encrypting the bids in a way that preserves the order
of bids and carrying out comparisons directly on the cipher
text/value.

2) Oblivious Transfer: Oblivious Transfer (OT) [20] de-
scribes a paradigm of secret exchange between two parties, a
sender and a receiver.

The sender has z secrets, 51, $2, . - - , 5.. She will disclose one
of the secrets s,, to the receiver at the receiver’s choice «v. After
they communicate, the receiver knows only s,,, and she has no
idea of the other 2 — 1 secrets. The sender does not know which
secret was accessed. In PRIDE, the agent acts as the sender and
bidders are the receivers. Algorithm 1 shows the pseudocode of
OT} proposed in [24], where q is a large prime, g and h are two
generators of G, which is a cyclic group of order ¢, and Z,; is
a finite additive group of q elements. As long as log, h is not
revealed, g and & can be used repeatedly. PRIDE employs an
efficient 1-out-of-z oblivious transfer (OT2) of integers [24].

3) Secure Multiparty Computation (SMC): SMC, first pro-
posed by Yao [33], has recently become appropriate for some re-
alistic scenarios. We employ SMC in PRIDE to locate the lowest
bid in each group. It enables a number of participants to carry
out comparisons while preserving the privacy of their inputs.
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Algorithm 1: 1-out-of-z Oblivious Transfer (O77})

Initialization:
System parameters: (g, h, G,);
Sender’s input: s1,52,...,5, € Gy;
Receiver’s choice: o, 1 < a < z;
1: Receiver sendsy = g"h™,r € Zy;
2: Sender sends ¢; = (g%, s;(y/h)*), k; €r Z;,1<i<z;
3: By cq = (d, f), receiver computes s, = f/d"

IV. PRIDE

In this section, we present PRIDE, which is a strategy-proof
and privacy-preserving spectrum auction mechanism.

A. Design Rational

PRIDE integrates cryptographic tools with the generic spec-
trum auction mechanism to achieve both strategy-proofness and
privacy preservation. The main idea of PRIDE is to separate the
information known by different parties in the auction, so that no
party in the auction has enough knowledge to infer any sensitive
information with confidence higher than 1/%, while maintaining
the functionality of the generic spectrum auction. We illustrate
the design challenges and our idea in this section.

1) Information Separation: If there is a single central au-
thority (auctioneer) carrying out the auction, it is inevitable that
the sensitive information (i.e., each bidder’s bid) is revealed to
the auctioneer. To prevent this threat, we introduce a new entity,
called agent. It is the agent’s duty to tell the auctioneer the min-
imal amount of information necessary for deciding the winners
and their charges. However, the information should not be fully
accessed by the agent to prevent sensitive information leakage.
Thus, we apply an end-to-end asymmetric encryption scheme
between the auctioneer and the bidders, so that the agent cannot
decrypt the bidding messages.

2) Bid Encryption: Since the auctioneer needs to find the
lowest bid in each bidder group without knowing the exact
values of bids from group members, we need a method to map
the bids from the bidding space to another value space while
maintaining the comparison relation. We integrate the idea
of order-preserving encryption to enable such a mapping and
prevent the auctioneer from learning the distribution of bids.
We let the agent do the order-preserving encryption before
the auction. When bidding, the bidders contact the agent to
get the mapped bids via oblivious transfer, which prevents the
agent from knowing which bids are chosen. Later, the agent
collects end-to-end encrypted bidding messages from bidders.
Only the auctioneer can decrypt the bidding messages, extract
mapped bids, and find the lowest mapped bid. The auctioneer
can consult the agent to get the original value of the lowest
mapped bid.

3) Outcome Verification: Different from traditional privacy-
preserving auctions, it is not easy for bidders to verify the cor-
rectness of auction outcome. We adopt the idea of SMC [33] to
enable bidders from the same group to find the lowest bid, and
thus verify the auction outcome.

B. Design Details

PRIDE works in four steps shown as follows.
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Step 1: Initialization: Before running the spectrum auction,
PRIDE sets up necessary system parameters. PRIDE defines a
set of possible bid values as

=11 B2.....0:}

in which 81 < 2 < --- < (3., and requires each bidder ¢ to
pick her bid b; from (.

The agent maps each bid value 3, € § to ., while main-
taining the order, using the order-preserving encryption scheme
OPES

Yo = OPES(8,), 5.t 11 < 72 < -+ < 7.

Here, v = {71, 7v2,...,7:} is a set of secrets of the agent. The
agent also initializes the parameters of oblivious transfer by de-
termining the large prime ¢ and two generators of cyclic group
Gfl: (_(] i h’)

PRIDE employs an asymmetric key encryption scheme. We
suppose that the auctioneer holds a private key Key, iy, and
the matching public key K eypun is distributed to the bidders.
PRIDE also employs a digital signature scheme, in which each
bidder 7 € N holds a signing key sk; and publishes the corre-
sponding verification key pk;.

Step 2: Bidding: Each bidder ¢ € N chooses abidb; = 0, €
(3 according to her per-channel valuation v;, and then interacts
with the agent through a 1-out-of-z oblivious transfer to receive
b; = ~., which is the order-preserving encrypted value of 3,..

+ Bidder ¢ randomly picks » € Z; and sends y = g"h" to

the agent.

 The agent replies with ¢ = {¢1, ¢z, ..., ¢, }, in which

o = (.q'”rn (y/n")"™ ),kz €pnZpl<i< e

* The bidder picks ¢, = (d, f) from ¢ and computes

S S (70 e P i L W g
7 dT (gk‘,,,)" (gk: ),‘ -~

Upon receiving b;, bidder i randomly encrypts b using the
auctioneer’s public key K eypub

e; = Encrypt (ZSZ Keypub)

where Encrypt() is the asymmetric encryption function.
Bidder « then submits the following tuple as a bid to the agent

[i, ¢;, Sign(e;, sk;)]

where Sign() is the signing function.
For each tuple [i. e;, sign;] received, the agent checks its va-
lidity. If

Verify(e;, sign;, pk;) = True

where Verify() is the signature verification function, the tuple
is accepted. Otherwise, it is discarded.

After collecting all the bids, the agent groups the bidders in a
bid-independent way, as in the generic strategy-proof spectrum
auction, and publishes the grouping result and encrypted bids, as
shown in Table 1. To satisfy k-anonymity, we require that each
bidder group must contain at least £ + 1 bidders. In the table,

TABLE 1
INFORMATION PUBLISHED BY THE AGENT

Group ID Bidder ID Encrypted Bid
1 11,12,.. .,1|g1[ €1,1,€1,2y- -+, €1 |gq|
2 21,22,...,2|92; €2,1,€2,2,-..,€2 |g5|
m mi, M2,. .., Mg, | €m,1,€m, 25+ €m,|gm|
bidder j; is the sth member in group g;,and e; 1, €52, .., €5 |4 |

are encrypted bids from bidders in group g;. Note that the order
of e;;’s is irrelevant to the sequence of bidders in group g;,
which means that there is no one-to-one correspondence be-
tween e;; and bidder j; in any group.

Step 3: Opening: For each group g € G, the auc-
tioneer decrypts the bids using her private key to get

{bl.l: bra, .- by g

bii = Decrypt (er:, K eypriv) | Vi€ g

where Decrypt() is the asymmetric decryption function.
Since b; ;’s are computed by the order-preserving encryption

scheme, the lowest bid in group ¢; must also be mapped to the

smallest order-preserving-encrypted bid in g;. Therefore, the

auctioneer can locate the lowest bid 61" in group ¢; by finding

the smallest one in {13171, i)lrg, R i)l,|!]z|
i);‘li“ = min {lﬂ)l,i|1 <i < g }

Then, the auctioneer resorts to the agent to fetch the original
value b;nin of l;;nin

b;nin _ OPE371 (Z);nin)

where OPES™1() is the reverse function of the order-pre-
serving encryption scheme.
The auctioneer now can calculate the group bid of ¢,

o1 = lgi| - 5™
Similarly, the auctioneer calculates the group bids
01,02, ..., 0y, and sorts them in nonincreasing order
/ / /
gy Z0—2 2 2O—m‘

Same as the generic strategy-proof spectrum auction, winners
W are the bidders from top w = min(¢, m) groups

w
w=Jg
j=1

where g’ is the group with the jth highest group bid. In order
to achieve strategy-proofness, each winning bidder group is
charged with the group bid o/, , ; of the (w + 1)th group (we set
04q1 = 0, if the (w + 1)th group does not exist). The charge is
shared evenly among all group members, hence each bidder ¢
in winning group g; is charged with

pi = 0yqa/loil-
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Bidder i Agent Auctioneer

.L a
1. Bidder i “sends™ b; to agent

2: br =OPES(b,) through OT}

D3.er. = Enm}pt([bi., };]:Ke;\'m

4. Submit e
i. Publish G and {e;,. .... e"tlg.l}’ Publish G and {g,. .... ev"‘—IE.l}
6. b, r] = Decrypt(e, Keypriv) C
_7.Cooperate in the opening
8. Announce the outcome
\ 4 \ \ 4

Fig. 2. Message flow. 1 and 2 represent oblivious transfer. The dotted arrow in
1 means that in fact the bidder does not send her bid to the agent directly. 1-5
belong to the step of bidding, and 68 belong to the step of opening.

4 4
( A/ \/ ‘ G X

3 2
Fig. 3. Conflict graph.

Besides the set of winners W and their charges (p;):cw, the
auctioneer also announces o, ; for public verification.

Step 4: Verification: This is an optional step. Any bidder
group g;, in which bidders doubt the outcome of the auction, can
figure out the lowest bid 6" = min {b;|i € g;} in the group
by SMC [33] without disclosing their own inputs. Then, the re-
lation between b - |g;| and o7, | can be verified.

Fig. 2 shows the message flow in PRIDE.

C. Illustrative Example

The following example may help to illustrate our mech-
anism. Fig. 3 shows the interference range of seven bidders
(A—CG). They are competing for one channel. Assume that
8=1{1,2,3,4,5,6,7,8,9} and the number beside each bidder
denotes her bid. For clarity and simplicity, we ignore the
procedures of digital signature/verification.

In the initialization step, the agent applies OPFES on /3 to
get v = {3,7.10,11,15,20,23,35,90}. The seven bidders
interact with the agent through a 1-out-of-9 oblivious transfer
to receive their order-preserving-encrypted bids (i.e., by =
15.bp = 11,bc = 10,bp = 3,bp = 11,br = 7,be = 11).
Each bidder ¢ encrypts her b; with the auctioneer’s public key
Keypu, and submits the result ¢; to the agent.

According to the conflict graph, the bidders are split into
two groups: ¢1 = {A,D,G}, g2 = {B.C, E, F}. The agent
publishes the grouping result and the encrypted bids from each
group, as shown in Table II.

The auctioneer decrypts the encrypted bids and locates the
lowest bid in each group, which turns out to be b2 = 3, pyin =
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TABLE 11
INFORMATION PUBLISHED BY THE AGENT

Group ID Bidder ID Encrypted Bid
1 A D, G eD,ea,eq
2 B,C,E, F eg,er,eB,ec

min

7. Then, she resorts to the agent for the original values of b
and bm‘“, resulting in P = 1, pPin = 2

0’1:3X1:3
o9 =4X2=28

thus o5 > o7. Therefore, g- is the winning group and B, C, E,
F each is charged with 1 /4 = 3/4.

D. Analysis

We will show the strategy-proofness, k-anonymity, as well as
some other attractive properties of PRIDE.

The strategy-proofness of PRIDE is inherited from the
generic strategy-proof spectrum auction. Therefore, we omit
the proof here and directly draw the following conclusion, due
to limitations of space.

Theorem 2: PRIDE is a strategy-proof spectrum auction
mechanism.

Next, we focus on the k-anonymity of PRIDE.

Theorem 3: PRIDE guarantees k-anonymity.

Proof: In PRIDE, there are two central authorities, the auc-
tioneer and the agent. The auctioneer knows the lowest bid in
each group, but does not know to which bidder it belongs. The
agent knows the encrypted bids, but has no way to decrypt any
of them. Since no other party can get even more information
than the auctioneer or the agent, we focus on privacy protection
against the auctioneer and the agent in this proof. We recall that
each valid bidder group must contain at least £ + 1 bidders.

We distinguish the following two cases.

* Case I: Bidder ¢ belongs to a bidder group ¢; that is satis-

fied with the outcome of the auction.
On one hand, bidder ¢ gets b; = ~, through a 1-out-of-z
oblivious transfer from the agent, who is unaware of which
v, has been accessed by the bidder. Bidder : then sends
the encrypted bid e; to the agent, who cannot decrypt ¢;
without knowing the private key of the asymmetric encryp-
tion scheme. Although the agent may know the lowest bid
in group g; later when the auctioneer consults her, she still
cannot infer its bidder. So, the agent can not identify the
bidder of the lowest bid in group g; from at least &£ + 1
bidders.
On the other hand, although the auctioneer can decrypt an
anonymous ciphertext e to get b, she can only reversely
map the lowest b,,;, to the original bid b&,,;, for each
group, resorting to the agent. However, the auctioneer still
cannot infer the bidder, to which b,,;,, belongs out of at
least £ + 1 members in the group.

Thus, neither the agent, nor the auctioneer, can identify any

bidder’s bid with probability higher than 1/(k + 1).

* Case 2: Bidder i belongs to a bidder group ¢;, which wants
to verify the auction outcome. This case only diverges from
the previous one in the public verification step. Therefore,
we focus on the verification step here.
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Since secure multiparty computation is applied to find the
lowest b;“i“ in group g;, any group member cannot identify
the owner of b from the rest of the & bidders.

Therefore, we can conclude that PRIDE guarantees

k-anonymity.

Besides strategy-proofness and %-anonymity, PRIDE also

achieves the following nice properties.

* Public verifiability: It enables bidder groups to verify the
outcome of the auction in public verification step.

* Nonrepudiation: No bidder can deny her bid after the auc-
tion since her signature is required to be verified when the
bidder submits her bid to the agent.

* Low communication overhead: The communication over-
head induced by PRIDE is O(z x n), mainly due to obliv-
ious transfer.

* Low computation overhead: The cryptographic tools
adopted by PRIDE are light-weighted schemes, which
only induce a small amount of computation overhead. Our
evaluation results show that the computation overhead of
PRIDE is rather low.

V. EXTENSION TO MULTICHANNEL BIDS

In Section V, we propose a strategy-proof and privacy-pre-
serving auction mechanism, in which each bidder bids for a
single channel. In this section, we extend PRIDE to adapt to
the scenario in which a bidder can bid for multiple channels.
Similarly, our extension achieves both strategy-proofness and
k-anonymity.

. We now allow each bidder 7 € N to demand d; channels. Let
d = (dy,ds,...,d,) denote the demand profile of bidders.

We assume that each bidder has an identical valuation on dif-
ferent channels. In the auction, each bidder ¢ submits not only
her encrypted bid per channel b;, but also the number of chan-
nels demanded d;. We also assume that the bidders do not cheat
the demands for two reasons. On one hand, the auction only allo-
cates the channels to the bidders up to their demands. A bidder’s
demand definitely cannot be contented if she lowers the demand.
On the other hand, overdemanding may result in winning more
than enough channels. Although the bidder has no valuation on
the extra channels, she still needs to pay for them.

To extend PRIDE to adapt to multichannel bids, we introduce
virtual group, and update bidding and opening steps of PRIDE.
Note that the basic version of PRIDE presented in Section IV is
a special case of the extended PRIDE.

A. Virtual Group

In the extended PRIDE, the bidders from the same group may
demand different numbers of channels. To represent the various
demands in a bidder group, we introduce the concept of virtual
group. .

Given a bidder group g; € N, let d; be the maximum channel
demand in group g;

d; = max{d;|i € g;}.

A virtual group f]lj C ¢ is the set of bidders who demand at
least j channels in bidder group ¢;

G =liliegnd >j},1<j<d.

gi

Fig. 4. Toy example.

Algorithm 2: Virtual Group Generation—vgrouping (g;)

Input: Bidder group g¢;, demand profile d.
Output: Set of virtual groups G;.

l: Gy —0; dj—0;
2: for gllli € g do
3: dy +— max(d;, d;);
4: end for R
5. forj—1,....d; do
6 gl —{ili € g Ads > j);
7. GH—GlU{gl]};
8: end for
Return G;

Algorithm 2 shows the pseudocode of virtual group gener-
ation. We find the maximum channel demand d; in group g
(lines 2—4) and iteratively pick the bidders demanding at least
J channels to form virtual group g/, which is added into the set
G, of virtual groups generated from group ¢, (lines 5-8). Fig. 4
shows our idea of virtual group generation. Each number in a
circle denotes the demand of a bidder.

In the extended PRIDE, an original bidder group g; is re-
placed by d; virtual groups. The group bid & of virtual group
g] is defined as

g

6] = -min{b;|i € g}

Note that in order to guarantee k-anonymity, the lowest bid in
group g;, instead of virtual group §j, is used to calculate the
group bids of virtual groups.

B. Extension Details

The procedures of initialization and verification are the same
as those in the basic PRIDE. Due to limitations of space, we
focus on the differences in the steps of bidding and opening.

Step 1: Initialization: Please refer to Section IV-B for details.

Step 2: Bidding: In order to include the information of
channel demands, the tuple submitted by bidder 4 to the agent
must have one more element d;

[¢,ei, di, Sign(e;||d;, sk;)]

where || is the concatenation operation.

The agent collects the bidding messages, verifies the validity,
and publishes the grouping results and encrypted bids. This
time, beside each bidder’s ID, there is a corresponding channel
demand, as shown in Table III.
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TABLE III
INFORMATION PUBLISHED BY THE AGENT

Group ID Bidder ID & Demand Encrypted Bid
1 [hvdll}""’[1i911’d\g1|} €1,15- -5 €1,1g1|
2 [21’d21}""’[Qigzl’d\gzl €2,15- -5 €2,|gs|
m [mlvdml}’”'7[migm1’d|gm\] €m,1s-+1€m,|gm|

Step 3: Opening: The auctioneer is informed of the grouping
results and encrypted bids from Table III publlshed by the agent.

She decrypts the encrypted bids to get {b; 1s bl 2,y bl Jg:| ( for

each g; € G. Resorting to the agent, the auctioneer retrieves the
original value of the lowest bid b;*'" of each g; € G.
The auctioneer invokes Algorithm 2 to form virtual groups

G = U G;.

)

For each virtual group g{ € G, the auctioneer calculates the
virtual group bid

~F _ |~3 min
O‘l = 19" bl .

Next, the auctioneer sorts all the virtual groups according to
their group bids in nonincreasing order

&1/2(}%/2.”2&//

4
GG

Auction winners W’ are the bidders in the top w’' =
min(e, Y, o di) virtual groups

‘LU’
_ "
= U 93
j=1

where qj is the virtual group with the jth highest bid. The
number of channels each bidder ¢ € W’ wins is

>

1<j<w’ /\ieg,’j'

a; =

Since a bidder may be in multiple virtual groups, the previous
method of charging can no longer be applied. We present a new
charging method as shown in Algorithm 3. In Algorithm 3, we
remove all the virtual groups generated from the bidder group,
to which the winning bidder ¢ belongs, and sort the rest virtual
groups by virtual group bid in nonincreasing order (lines 1 and
2). Then, for each channel & won by bidder ¢, we locate the vir-
tual group in the sorted list, after which wins a channel, bidder ¢
cannot win channel . If such a virtual group does not exist, then
channel 4 is free of charge for bidder 7. Otherwise, the located
virtual group’s bid is used to calculate the charge for bidder ¢ on
channel k. The charge on channel & is set to a7 /|g}|. The total
charge for bidder ¢ is the sum of charges on all the channels won
(lines 3-9).

Finally, the auctioneer releases the set of winners W', the
channel allocation profile «, and the charging profile j.

Step 4: Verification: Please refer to Section IV-B for details.
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Algorithm 3: Charging Algorithm—charging (4)

Input: Set of virtual groups G and corresponding virtual

_, winner s € g;.
G EG
Output: Charge p;.
16— G\ {g;|1 <j< (i,},
: Sort the virtual groups in G’ by virtual group bid in
nonincreasing order 02 > ¢ > -+ > gL

dy,’
ngEG/\ieg;c k

group bids (Frl’

|\

PO
s forh—1,...,a; do
t +— min ((z —h+1, ngeﬁm;ggk (Zk>;
ift = ¢— h 4+ 1 then
pi—pi +08/19;
end if
: end for
Return p;;

R S AN A

C. Analysis

Again, we show that PRIDE satisfies both strategy-proofness
and k-anonymity, in the case of multichannel bids.

Theorem 4: PRIDE is a strategy-proof spectrum auction
mechanism, despite multichannel bids.

Please refer to Appendix B for the proof.

Since PRIDE does not reveal any more information to any
party, in the case of multichannel bids, we have the following
theorem.

Theorem 5: PRIDE guarantees k-anonymity in the case of
multichannel bids.

Besides strategy-proofness and k-anonymity, PRIDE for
multichannel bids also has good properties, including public
verifiability, nonrepudiation, and low communication and
computation overhead. Due to limitations of space, we do not
illustrate the details again.

VI. PRIDE WITH /-DIVERSITY

In Sections IV and V, we require that each valid bidder
group must contain at least k& + 1 bidders. Hence, we guarantee
k-anonymity for PRIDE. However, as pointed out in [16],
k-anonymity is vulnerable to the homogeneity attack and the
background knowledge attack. Unfortunately, PRIDE also
suffers from these attacks. We consider group ¢, in the extreme
case, where

Bt =bj=bjn = = by
which implies that
bt =bjn =bja == by

When the auctioneer consults the agent for the original value
pmin of b;“i“, the auctioneer also knows the bids of all bidders
mg;.

Beyond k-anonymity, ¢-diversity [16] provides more pow-
erful privacy protection. We give the formal definition of ¢-di-
versity principle as follows.
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Principle 1 (¢-Diversity Principle [16]): A group of indistin-
guishable tuples are /-diverse if they contain at least £ “well-rep-
resented” values for the sensitive attributes.

In PRIDE, a bidder group contains a group of indistinguish-
able bidders and their bids are the sensitive attributes. The au-
thors in [16] provide two concrete instantiations of the #-diver-
sity principle. In our study, we adopt one instantiation of the
{-diversity principle based on the information-theoretic notion
of entropy.

Definition 4 (Entropy £-Diversity [16]): A scheme satisfies
entropy £-diversity if for every group of indistinguishable tu-
ples, we have

— > pls) log(p(s)) > log(#)
sES

where p(s) = % is the fraction of tuples in the group
'es

with sensitive attribute value equal to s, and S is the domain of
the sensitive attribute.

Besides the above drawbacks of k-anonymity, we recall the
illustrative example in Section IV-C. The auctioneer can infer
extra sensitive information by comparing mapped bids from dif-
ferent groups. The auctioneer can infer that the lowest bidder in
group ¢ is also the lowest bidder among all bidders. She can
also infer that the highest bidder is also in g;.

To prevent privacy divulgence in the above situations, we
propose enhanced PRIDE in this section. Next, we show our de-
sign rational of enhanced PRIDE, which is free from the weak-
nesses mentioned above.

A. Design Rational

In order to provide diversity in bids, we can introduce some
random factors in the bidding procedure. We can allow a bidder
to randomly choose her mapped bid from a continuous integer
interval. Consequently, even if all bidders from a bidder group
have the same bid, they may choose different mapped bids.
It is equivalent to random tie-breaking, providing diversity in
mapped bids.

Furthermore, the auctioneer only needs to compare bids
within a bidder group and does not need to compare bids
from different bidder groups. Hence, the agent can carry out
different order-preserving encryptions for different groups in
the bidding procedure, such that the auctioneer cannot infer
any extra sensitive information.

B. Design Details

The procedures of winner determination and charging are
the same as those in Section IV (single channel auction) and
Section V (multichannel bids). Due to limitations of space, we
focus on the differences in the step of initialization, bidding, and
opening.

Step 1: Initialization: For each g; € G, the agent maps each
B, € [3 to a contiguous integer interval

I H I H I H
Sty <miy <y <y <<y <7

Here, v; = {7 v 08578, vk v E; } is a set of se-
crets of the agent. For different groups g;, g} € G, vy, w;- can

be different. Hence, the auctioneer cannot infer extra sensitive
information by comparing mapped bids from different groups.
Furthermore, we require that the interval #, ; must contain
more than £ elements forany 1 < z < zand g; € G.
Step 2: Bidding: Eachbidder i € g; chooses abid b; = [, €
(3 according to her per channel valuation »;, and then interacts
with the agent through oblivious transfer to receive the lower
and upper limits of the corresponding interval 6, ;.
+ Bidder ¢ randomly picks r € Z,, and sends y = g"h" to
the agent.
 The agent replies the bidder ¢ with ¢ = {¢1,¢9,...,¢.},in
which

Crp = (glrk',’yl{:,:j (y/h’k)mC 7’7}5{]‘ (y/hk)Tk>

where ry, €p 74,1 < k < 2.
« The bidder picks ¢, = (d, f, u) from ¢ and computes

T L L A L L0 R

A T T - rY’I‘ ]
dr (g7=) (97) 7
u v /) (g h R _
dr (g7)" (g7)" o

+ Bidder  randomly picks b € 6.; as her mapped bid.
Step 3: Opening: The auctioneer can locate the smallest

mapped bid FA)T,»“i“
Then, the auctioneer resorts to the agent to fetch the original
value b7 of b7

. p L fmi H
b;{un — {/3k;|7k7j S b;nln S f-}/kh]} .

in group g; from {IA)jrl_,lA)Lg....,lA)j"gj‘}.

The auctioneer can calculate group bids, determine the win-
ners and their charges according to Section IV-B or V-B,
respectively.

Step 4. Verification: Please refer to Section IV-B for details.

C. Analysis

From Theorems 2 and 4, we can directly conclude that
enhanced PRIDE also guarantees strategy-proofness. Next, we
focus on the £-diversity of enhanced PRIDE. Recall that we
require the interval §, ; must contain more than £ elements
forany 1 < « < z and any g; € G. We have the following
theorem.

Theorem 6: Enhanced PRIDE satisfies entropy ¢-diversity.

Please refer to Appendix C for the proof.

In enhanced PRIDE, the agent has to send the lower and
upper limits of mapped bid intervals to the bidders via oblivious
transfer, whereas the agent in Sections IV and V only needs to
send the mapped bids to the bidders. Hence, enhanced PRIDE
induces a bit more computation and communication overheads.
Detailed evaluation results are shown in Section VII.

VII. EVALUATION

We have implemented PRIDE and evaluated its performance
in terms of efficiency, fairness, and overheads introduced. In this
section, we present our evaluation results. Since PRIDE and en-
hanced PRIDE employ the same procedure for resource alloca-
tion, we only show the performance of PRIDE when considering
efficiency and fairness.
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Fig. 5. Efficiency of PRIDE on a practical conflict graph. (a) Channel utiliza-
tion. (b) Satisfaction ratio.

A. Efficiency

In the evaluation, we measure two metrics on spectrum allo-
cation efficiency, including channel utilization and satisfaction
ratio.

e Channel utilization: Channel utilization is the average

number of bidders allocated to each channel.

 Satisfaction ratio: Satisfaction ratio is the percentage of

bidders, who get at least one channel in the auction.
We utilize the conflict graph collected by Zhou et al. [35]. This
dataset contains 78 APs of the Google WiFi network, covering a
7-km? residential area in Mountain View, CA, USA. In the case
of multichannel demand, we randomly generate the demand of
each bidder from {1,2,3,4,5}. We compare PRIDE with the
natural generalization of privacy-preserving (M + 1)st-price
auction to spectrum auctions, where M is set to be the number
of channels.

We vary the number of channels in the auction. The results
are shown in Fig. 5. With the increasing number of channels,
the channels become oversupplied. As a result, the channels
cannot be fully utilized, and the channel utilizations are de-
creasing. In PRIDE-MULTIPLE, bidders can request for more
than one channel, thus the resources can be better exploited.
Consequently, the channel utilizations of PRIDE-MULTIPLE
are higher than PRIDE-SINGLE. Satisfaction ratios of both
PRIDE-SINGLE and PRIDE-MULTIPLE are increasing with
the number of channels. It is intuitive that more channels can
satisfy more bidders’ requests.

In this practical conflict graph, there are only 78 APs. In our
simulation, in order to validate the efficiency of PRIDE with
a larger number of bidders, we generate larger conflict graphs
with more bidders. Same as [4], we set interference range to be
1.7 times transmission range. The outdoor transmission range of
IEEE 802.11n is about 250 m. Therefore, the interference range
is set to 425 m.

IEEE/ACM TRANSACTIONS ON NETWORKING

We vary the number of bidders from 50 to 500, the number of
channels from 5 to 50, and the terrain area from 500 x 500 m>
to 2000 x 2000 m?. In each set of evaluations, we vary a factor
among bidder number, channel number, and terrain area, and
fix the other two. The default value for bidder number, channel
number, and terrain area is 200, 20, and 2000 x 2000 m?2, re-
spectively. The bidders are randomly distributed in the terrain
area.

1) Results on Channel Utilization: Fig. 6 shows the evalua-
tion results of PRIDE on channel utilization.

Fig. 6(a) shows the channel utilizations achieved by PRIDE
when we fix the number of channels and terrain area and vary
the number of bidders. Here, we observe that, when the number
of bidders is less than 200, the channel utilization of PRIDE-
SINGLE is lower than that of PRIDE-MULTIPLE. This is be-
cause the channels are oversupplied. When we allow the bid-
ders to demand multiple channels, the channels can be better
exploited. However, with growth of the number of bidders, es-
pecially when the number of bidders is larger than or equal to
200, the channels supplied become more and more scarce com-
pared to the number of bidders, and the competition among the
bidders becomes more and more intense. The introduction of
virtual group makes the average (virtual) group size smaller than
the single-channel bid case, and thus results in a lower channel
utilization.

Fig. 6(b) shows the channel utilizations achieved by PRIDE,
when varying the number of channels and fixing the other
two factors. When the number of channels is no more than
20, PRIDE-MULTIPLE has a lower channel utilization than
PRIDE-SINGLE due to the smaller average (virtual) group size.
However, with more than 20 channels supplied, PRIDE-MUL-
TIPLE has a higher channel utilization than PRIDE-SINGLE
due to higher demands from the bidders.

Fig. 6(c) shows the case in which we vary the size of ter-
rain area and fix the other two factors. When the terrain area
is 500 x 500 or 1000 x 1000 m?, most of the (virtual) groups
contain only one or two bidders, thus the difference between
PRIDE-SINGLE and PRIDE-MULTIPLE is very small. How-
ever, with the increment of terrain area, the difference between
PRIDE-SINGLE and PRIDE-MULTIPLE on average size of
(virtual) groups becomes larger and larger, resulting in that the
channel utilization of PRIDE-MULTIPLE is lower than that of
PRIDE-SINGLE.

2) Results on Satisfaction Ratio: Fig. 7 shows the evaluation
results of PRIDE on satisfaction ratio.

Fig. 7(a) shows the satisfaction ratio achieved by PRIDE,
when varying the number of bidders and fixing the other two
factors. We can see that when the number of bidders is less
than 200, PRIDE-SINGLE’s satisfaction ratio approximates to
1, meaning that almost every bidder gets a channel in the auc-
tion. With the increasing number of bidders, satisfaction ra-
tios of both PRIDE-SINGLE and PRIDE-MULTIPLE decrease
as a result of more interferences. PRIDE-MULTIPLE always
achieves a lower satisfaction ratio than PRIDE-SINGLE be-
cause PRIDE-MULTIPLE allows bidders to win multiple chan-
nels, leading to the fact that more bidders cannot obtain any
channel at all.

Fig. 7(b) shows the case in which we vary the number of
channels and fix the other two factors. We can see that 20 chan-
nels satisfy almost all bidders in the case of PRIDE-SINGLE.
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of size of terrain area.

We also find that the satisfaction ratio of PRIDE-SINGLE with
10 channels is almost equal to that of PRIDE-MULTIPLE with
30 channels. This is because the demands of bidders in PRIDE-
MULTIPLE are almost triple of those in PRIDE-SINGLE, given
the same number of bidders.

Fig. 7(c) shows the case, in which we vary the size of terrain
area and fix the other two factors. Again, we can see that PRIDE-
SINGLE always has a higher satisfaction ratio than PRIDE-
MULTIPLE.

Comparing PRIDE to (M + 1)st-price auction, evaluation
results show that PRIDE achieves better channel utilizations
and satisfaction ratios. This is reasonable because PRIDE is de-
signed for spectrum auctions, allocating channels based on bid-
ders’ interference conditions, whereas existing ( M + 1)st-price
auction just allocates channels exclusively to bidders.

B. Fairness

Fairness is an important performance criterion in all resource
allocation schemes [14]. In this section, we use Jain’s fairness
index [14] to evaluate the fairness of spectrum allocation by
PRIDE.

Under the scenario of spectrum auction, Jain’s fairness index
is defined as

2
(X iew )
Wl N A2
|W| - Ziew a;
where W is the set of winners and a; is the number of chan-

nels assigned to bidder ¢. The index ranges from 1/|W| (in the
worst case) to 1 (in the best case). We have run both PRIDE-
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Fig. 8. Jain’s fairness index of PRIDE on a practical conflict graph.

SINGLE and PRIDE-MULTIPLE on the practical conflict graph
collected by Zhou et al. [35]. The results are shown in Fig. 8.
In the case of PRIDE-SINGLE, a¢; = 1 for any ¢ € W. Thus,
J = 1. In the case of PRIDE-MULTIPLE, when the number of
channels is 10, the fairness index is 0.9466. PRIDE-MULTIPLE
guarantees fair allocation when the resources are limited. When
the number of channels increases, the fairness index decreases a
little bit. This is due to unequal demands in PRIDE-MULTIPLE.
With the increasing number of channels, bidders with higher de-
mands have the chance to win more channels. However, bidders
with lower demands cannot receive channels more than their de-
mands. Thus, the results seem to be a little bit “unfair.”
Similar to Section VII-A, we also show the Jain’s fairness
index of PRIDE for the larger conflict graphs with more bid-
ders. The default value for bidder number and channel number
are 200 and 20, respectively. The results are shown in Fig. 9.
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Fig. 10. Communication overheads.

Fig. 9(a) shows that the fairness index increases with the number
of bidders, which indicates that PRIDE tends to allocate re-
sources more fairly with more participants. Out of the same
reason, Fig. 9(b) shows the similar trend with Fig. 8.

C. Overhead

PRIDE integrates cryptographic tools to protect bidders’
privacy. A practical privacy-preserving scheme should have
low overheads, including computation and communication
overheads, that can be afforded by wireless devices.

We implement PRIDE using JavaSE-1.7 with packages
java.security and javax.crypto and use RSA with modulus of
1024 bits to do encryption/decryption and digital signature/ver-
fication. Bidders can choose one out of predefined bids in the
auction and get 128 bits of order-preserving-encrypted value or
128 bits of lower and upper limits of the order-preserving-en-
crypted interval through oblivious transfer with the agent. The
running environment is Intel Core 17 2.67 GHz and Windows 7.
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Fig. 11. Computation overheads with growing number of bidders.
(a) k-Anonymous PRIDE. (b) {-Diverse PRIDE.

Fig. 10 shows the overall communication overhead induced
by k-Anonymous PRIDE and -Diverse PRIDE. The communi-
cation overhead induced is mainly from the oblivious transfer.
In the oblivious transfer, the agent needs to transfer 128 bits
for each of the 5000 possible bids to every bidder. The com-
munication overhead of #-Diverse PRIDE is roughly twice of
k-Anonymous PRIDE. In ¢-Diverse PRIDE, the agent needs to
send lower and upper limits of each mapped interval via obliv-
ious transfer to bidders, whereas in k-Anonymous PRIDE, the
agent only needs to send the mapped values to bidders.

Fig. 11(a) shows the computation overhead of the agent, the
auctioneer, and each bidder as a function of the number of bid-
ders with 5000 predefined bids in k-Anonymous PRIDE. We
can see that the computation overhead is mainly on the agent be-
cause the agent is responsible for oblivious transfer and bidder
grouping. The computation overhead of agent is 2.769 s for
50 bidders, and 27.970 s for 500 bidders. The agent can pre-
compute some intermediate results of the oblivious transfer be-
fore the bidding phase to save the computation time during bid-
ding. After receiving all bidders’ bid, the agent can compute
bidder grouping offline. After submitting their bids, bidders are
not involved in burdensome computation. Hence, they are not
required to stay connected with the agent nor the auctioneer.
They can just wait for the auctioneer to broadcast the results.
Furthermore, parallel computing is also an approach to speed
up computation. The auctioneer has a lower computation over-
head than the agent. The computation overhead of each bidder
is very small.

Fig. 11(b) shows the computation overhead of the agent, the
auctioneer, and each bidder in #-Diverse PRIDE with 5000 pre-
defined bids. We can see that the computation overhead of £-Di-
verse PRIDE is larger compared to &-Anonymous PRIDE. It is
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owning to the fact that the agent carries out different order-pre-
serving encryptions for different groups and the agent needs to
send lower and upper limits of each mapped interval to bidders
via oblivious transfer. The auctioneer and bidders still have a
low computation overhead.

Fig. 12(a) shows the computation overhead of each party, as
a function of the number of predefined bids in k-Anonymous
PRIDE. Similarly, Fig. 12(b) shows the computation overhead
of £-Diverse PRIDE. We can see that the computation overhead
increases with the number of predefined bids since the compu-
tation overheads of order-preserving encryptions and oblivious
transfer grow linearly with the number of predefined bids.

Observing the computation and communication overheads
shown above, we can conclude that the overheads induced
by both £-Anonymous PRIDE and ¢-Diverse PRIDE is small
enough to be applied to wireless devices.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we have presented the first strategy-proof and
privacy-preserving auction mechanism for spectrum redistri-
bution, namely PRIDE. PRIDE is good for both single-channel
request and multichannel request auctions. For both cases,
we have theoretically proven the properties of PRIDE. We
have implemented PRIDE and extensively evaluated its per-
formance. Evaluation results have demonstrated that PRIDE
achieves good efficiency and fairness on spectrum redistribu-
tion while inducing only a small amount of computation and
communication overhead.

As for future work, one possible direction is to design a
strategy-proof and privacy-preserving double spectrum auc-
tion, which protects the privacy of both bidders and sellers.

Another possible direction is to provide privacy preservation
for combinatorial spectrum auctions.

APPENDIX A
PROOF OF THEOREM 1

Proof: First, we will show each bidder can gain no less
utility from truthful participation than nonparticipation. Consid-
ering a bidder ¢ € g; with valuation v;, her utility is

U; = V04 — Py

where

p; = U:u+1/|gj 3 if””’ >c
’ 0, otherwise

when g; is a winning group; otherwise, p; = 0.
When bidder ¢ is a winner, i.e., a; = 1,

vi - lgi| 2 05 - gl = a5 > ol
wi > v — 01 /|gil = vi - 1g51/195] — o1/ 1g51 > 0.
When bidder i is a loser
u; = 0.

Hence, u; > 0 in both cases. It satisfies individual-rationality.

Next, we will show that each bidder cannot increase her utility

by bidding a bid other than her true valuation. Since p; is inde-
pendent of the bidder’s bid b;, the utility function is a function
on a;. We distinguish two cases.

* The bidder : is in a winning group, i.e., a; = 1. She cannot
increase her utility by proposing a bid other than her true
valuation.

* The bidder : is not in a winning group when bidding her
true valuation, i.e., a; = 0, b; = v; and 05 < 0, ;. When
the bidder ¢ holds the smallest bid in group g; when bidding
truthfully, she can make g; a winning group by reporting a
higher bid &, > b, to increase the g, ’s group bid. Her utility
(when she cheats) is

wp = vy — P < v — oy /195 <ui — b =0=u,.
The first inequality follows from
P: > (’q,u+1/|gj|~
The second inequality follows from
o < bi|gjl < oy

Hence, truthful bidding is the dominant strategy for all bidders.
It satisfies incentive-compatibility.

Therefore, the generic spectrum auction is a strategy-proof
mechanism. O

APPENDIX B
PROOF OF THEOREM 4
Proof: We consider an arbitrary bidder ¢ € g; in the auc-
tion. Her utility is

Uy = VA — Py

a;
=v;q; — E p,;]'

h=1
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where

A ~h : i s
pil = {Ut"h+1/|gl |’ lfzykEG/\iigk de 2 c—h+1
0, otherwise.

Since p;'’s are independent of the bidder ¢’s bid b;, the utility is
a function on the number of allocated channels a;.
Suppose a; is the number of channels won by bidder ¢, when
she bids truthfully, i.e., b; = v;. We then distinguish two cases.
 The bidder ¢ wins more channels (i.e., i > a;) by bid-
ding another value »; # b;. This happens only when the
bidder ¢ holds the smallest bid in group ¢; when bidding
truthfully and wins more channels by raising her bid (i.e.,
b > b;) to increase the virtual groups’ bids. Let A{a; <
h < a}) be the hth additional channel won by the bidder i.
Then, p/ > 0 because otherwise the bidder would win this
channel when bidding truthfully. The utility obtained on
this channel is

U? =v; — pél

A ~
- Uc7h+1/|gll|
— b5 /197

/ min
_ bl

=v;
=v;
= U;
<wvi — b
=0.

Therefore, getting any more channel does not increase the
bidder 2’s utility.

* The bidder i wins less channels (i.e., a} < a;) by bidding
another value b, # b;. Since the charging algorithm guar-
antees that

pi <bi  VI<h<a

the utility obtained on the hth channel is always

nonnegative

11,,2’/ = — p,};’ > —b; =0.

Therefore, losing any channel cannot benefit bidder . Con-
sequently, bidding truthfully is every bidder’s dominant
strategy, and thus PRIDE satisfies incentive-compatibility.
Furthermore, since any bidder who loses in the auction is
free of charge, and also since any winner is charged on each
channel with price not exceeding her bid, PRIDE also satisfies
individual-rationality.
Therefore, we can conclude that PRIDE is a strategy-proof
spectrum auction mechanism, despite of multichannel bids. [

APPENDIX C
PROOF OF THEOREM 6

Proof: The agent carries out different order-preserving
encryptions for different groups, hence the auctioneer cannot
infer any sensitive information by comparing bids from dif-
ferent groups.

The group bid of g, is defined as

o = lg;| - b
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It only depends on b¥" and is independent of ?)E.nin.
Hence, when bidder 7 € g; with bid b, = (3, chooses
her mapped bid b;, she has no preference over elements
in 6, {7£j77£j+17~--7’}’£j}~ We assume that
there are ¢ elements in 6, ;, where £/ > £. Bidder ¢ picks
b = 0y € 6,,; (1 < k < £) with probability

p(0x) = 1/¢.

We consider the extreme case where all bidders in g; have the
same bid

bljnin — bj,l — b]‘,? — . = bj,lyj\ — /[3T

Then, the entropy of their mapped bids satisfies
E’
- Zp(ea) log(p(eb))
s=1

= =S log(1/#)

= log(¥)
> log(4).

Hence, it satisfies entropy #-diversity in the extreme case, for
any g; € G.
Therefore, enhanced PRIDE satisfies entropy #-diversity. [
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