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Secrecy Capacity Optimization via Cooperative
Relaying and Jamming for WANETSs
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Abstract—Cooperative wireless networking, which is promising in improving the system operation efficiency and reliability by acquiring
more accurate and timely information, has attracted considerable attentions to support many services in practice. However, the
problem of secure cooperative communication has not been well investigated yet. In this paper, we exploit physical layer security to
provide secure cooperative communication for wireless ad hoc networks (WANETSs) where involve multiple source-destination pairs
and malicious eavesdroppers. By characterizing the security performance of the system by secrecy capacity, we study the secrecy
capacity optimization problem in which security enhancement is achieved via cooperative relaying and cooperative jamming.
Specifically, we propose a system model where a set of relay nodes can be exploited by multiple source-destination pairs to achieve
physical layer security. We theoretically present a corresponding formulation for the relay assignment problem and develop an optimal
algorithm to solve it in polynomial time. To further increase the system secrecy capacity, we exploit the cooperative jamming technique
and propose a smart jamming algorithm to interfere the eavesdropping channels. Through extensive experiments, we validate that our
proposed algorithms significantly increase the system secrecy capacity under various network settings.

Index Terms—Cooperative communication, physical layer security, secrecy capacity, relay assignment, cooperative jamming

1 INTRODUCTION

COOPERATIVE wireless networking, which exploits the
relaying capability of other wireless devices, has
received significant attentions recently as an emerging net-
work design strategy for future wireless networks. Success-
ful cooperative networking is potential to prompt the
development of advanced emergency-oriented wireless
applications such as disaster recovery, connectivity main-
tain, interactive multimedia communication, real-time res-
cue, etc. [1], [2]. Although cooperative networking promises
to provide performance enhancements in terms of spatial
diversity, increased capacity and improved reliability, it
also brings potential security crisis while exploiting the ben-
efits of cooperative communication (CC).

One of the most significant vulnerabilities of cooperative
communication is the disclosure of messages while trans-
mission performs cooperatively. It becomes extremely criti-
cal for the environments where involve undesired receivers
with eavesdropping capabilities. Take the illustrative net-
work in Fig. 1 as an example, where the eavesdropper can
overhear the cooperative transmitting signals generated
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from the source node and forwarded by the relay node.
Secure communication can be achieved by using classical
measures, such as the cryptographic methods at higher
layers [3]. However, the emergence of large-scale, dynamic,
and decentralized cooperative wireless networks imposes
new challenges on classical security measures [4], [5].
Besides, due to the additional computational overhead asso-
ciated with the key distribution and management process, it
becomes extremely challenging for the energy-limited wire-
less devices to handle. For this reason, researchers have
sought novel information techniques that can secure wire-
less networks without the need of secret keys. One of the
most promising ideas is to exploit the wireless channel
physical layer characteristics for improving the reliability
of wireless transmission against eavesdropping attacks,
named as physical layer security [6], [7]. Recently, physical
layer security has emerged as a key technique for providing
trustworthy and reliable future wireless networks and has
witnessed a significant growth in the past few years.

This line of work is pioneered by Wyner [8], who intro-
duced the wire-tap channel and established fundamental
results of creating perfectly secure communications without
relying on secret keys. Wyner showed that when the eaves-
dropper’s channel is a degraded version of the main source-
destination channel, the source and destination can
exchange perfectly secure messages at a non-zero rate,
while the eavesdropper is unable to decode any informa-
tion. The maximum transmission rate of reliable informa-
tion secretly sent from the source to the intended
destination with the presence of eavesdroppers is termed as
secrecy capacity. Following Wyner’s work, Leung-Yan-
Cheong and Hellman in [9] studied the secrecy capacity of
the Gaussian wiretap channel. Csiszar and Korner in [10]
extended Wyner’s approach to the transmission of
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Fig. 1. lllustrative topology for a cooperative ad hoc network with a mali-
cious eavesdropper.

confidential messages over broadcast channels, which
showed that when the destination and the eavesdropper
have separate channels, secret communication is possible if
the source-eavesdropper channel has a smaller capacity
than the source-destination channel. There have been con-
siderable efforts devoted to generalizing physical layer
security to the wireless fading channel and to various multi-
user scenarios (see e.g., ch. 6-8 in [6] for an overview).
Among these literatures, secrecy capacity can be computed
by max{(Cp — Cs¢),0}, where Cp denotes the capacity of the
primary channel between source and destination, Ce¢
denotes the capacity of the eavesdropping channel between
source and eavesdropper. Notice that if the eavesdropping
channel happens to be better than the primary channel, e.g.,
Ce > Cp, positive secrecy capacity cannot be achieved. In
other words, secret communication cannot be guaranteed.

Recently, the interaction of cooperative diversity concept
[11], [12] with secret communication opens opportunity for
overcoming this limitation by cooperation, mainly coopera-
tive relaying and cooperative jamming. By cooperative relay-
ing, a relay node locates closer to the destination provides a
higher capacity to the primary channel than the eavesdrop-
ping one, which boosts the capacity of the primary channel
and decreases the capacity of the eavesdropping channel
simultaneously by the assignment of cooperative relays
[13], [14], [15]. However, most of the prior works are from
the information theoretic point of view and the relationship
between secrecy capacity enhancement and relay assign-
ment process has not been well investigated yet. On the
other hand, in order to increase the secrecy capacity, cooper-
ative jamming technique which introduces intentional
interference to the eavesdropping channel has also been
developed as an interesting approach for recent secure
applications [16], [17], [18]. As far as we know, joint cooper-
ative relaying and jamming techniques with the presence of
multiple eavesdroppers under cooperative communication
aware wireless ad hoc networks (WANETSs) have not been
studied yet.

In this paper, we aim to provide secure cooperative com-
munication for wireless ad hoc networks where involve
multiple unicast sessions and eavesdroppers. The objective
of our design is to maximize the system secrecy capacity
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through cooperative relaying and cooperative jamming
techniques. Take the illustrative network in Fig. 1 as an
example, in order to protect the broadcast message and
achieve secure cooperative communication, source node
can exploit the relay nodes set and choose one or more
relays to cooperatively beam-form towards the destination
and enable a greater capacity gain in the primary channel
than the eavesdropping channel. Thus, the relays that are
assigned to help the source-destination pairs have a great
impact on the system security performance. One can
enhance the system security against eavesdroppers by
boosting the capacity of the primary channel and simulta-
neously decreasing the capacity of the eavesdropping one
with an efficient relay assignment procedure. Besides, for
the relay nodes which are not assigned to help the transmis-
sion between sources and destinations, they can act as
friendly jammers to the source-destination pairs and gener-
ate intentional interference to the eavesdroppers. Therefore,
the secrecy capacity can be further increased. Motivated by
this scenario, we characterize the security performance of
the system by secrecy capacity and study the secrecy capac-
ity optimization problem. This paper offers an extension of
our previous work [19] in cooperative wireless ad hoc envi-
ronments. In contrast to [19], in which one relay node is
assigned to at most one source-destination pair to exploit
physical layer security, here, we propose a more general
model where a relay node can be shared by multiple
source-destination pairs.

1.1 Summary of Main Contributions
Our main contributions are summarized as follows:

e We exploit the secure cooperative communication
issue with the presence of multiple eavesdroppers in
WANETSs. The secrecy capacity optimization prob-
lem is addressed in which security enhancement is
achieved by cooperative relaying and cooperative
jamming. We first model the relay assignment prob-
lem for secrecy capacity maximization, and make
comprehensive investigations on the secrecy capac-
ity gain brought by the relay assignment procedure.

e An optimal relay assignment algorithm is first
developed, which solves the secrecy capacity maxi-
mization problem in polynomial time. Then the
advantages of cooperative jamming technique is
exploited and a smart jamming algorithm is pro-
posed to further increase the system secrecy
capacity.

e Extensive experimental results validate that our pro-
posed algorithms significantly improve the system
secrecy capacity under various network settings.

1.2 Paper Organization

The rest of this paper is organized as follows. In Section 2,
we briefly survey the related work. In Section 3, we
describe the architecture of our system model and formu-
late the problem under consideration. We exploit the
opportunities of secrecy capacity enhancement brought by
relay assignment in Section 4. We develop an optimal relay
assignment algorithm in Section 5. A smart jamming algo-
rithm is presented in Section 6. In Section 7, we evaluate
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the efficiency of our proposed algorithms through experi-
ments. Finally, Section 8 concludes the paper and points
out the future work.

2 RELATED WORK

Cooperative wireless networking with the objective to
improve the system capacity has attracted extensive atten-
tions during the past half-decade. For instance, in [2], [20]
and [21], authors tended to enhance the system capacity
through efficient cooperative relay assignment. With the
objective to support emergency services in WANETs, Han
et al. proposed two novel networking framework for coop-
erative and non-cooperative WANETs in [2] and [22],
respectively.

Considering physical layer security for secure coopera-
tive communication, Dong et al. proposed effective decode-
and-forward (DF) and amplify-and-forward (AF) based
cooperative relaying protocols for physical layer security in
[23] and [24], respectively. Recently, there have been consid-
erable efforts devoted to generalizing physical layer security
to the wireless fading channel and to various multi-user sce-
narios [6]. Aggarwal et al. studied the secrecy capacity of a
class of orthogonal relay eavesdropper channels in [25].
Tekin and Yener in [26] considered the scenario where mul-
tiple users communicate with a common receiver in the
presence of an eavesdropper, and the optimal transmission
power allocation policy is chosen to maximize the secrecy
sum-rate. Dong et al. in [13] used cooperative relays to
improve wireless physical layer security in the presence of
multiple eavesdroppers. Literature [16] and [17] investi-
gated the joint relay and jammer selection problem for one-
way and two-way cooperative relay networks with secrecy
constraints, where one or more jammer nodes transmitting
simultaneously with the relaying link in order to create arti-
ficial interference to degrade the eavesdropper links was
analyzed. In [19], we first investigated the secrecy capacity
maximization problem via cooperative relaying and jam-
ming, in which the system model is restricted to guarantee
there are sufficient relays for all s-d pairs.

3 SYSTEM DESCRIPTION AND PROBLEM
FORMULATION

3.1 Network Model

In this paper, we investigate the secure cooperative commu-
nication issue for wireless ad hoc networks with the pres-
ence of multiple malicious eavesdroppers. Specifically, we
consider a WANET consisting of N individual nodes, with
each node being either a source node, a destination node, a
potential relay node or an eavesdropping node. We assume
that there are N, source nodes forming the source set
S = {s1, S2,...,sn,}. Each source node is required to trans-
mit packets to its respective destination. Denote
D ={dy,dy,...,dy,} as the set of destination nodes. We
consider the traffic in the WANET performs as a number of
unicast sessions and each source node s; is paired with a
destination node d;.! Thus, we have N, = N,. Besides, there

1. The terms source-destination pair s; and d;, s-d pair s; and d;, and
<57,‘d,v> will be used interchangeably throughout this paper.
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Fig. 2. A cooperative ad hoc network consisting of 3 s-d pairs, 5 relay
nodes and 2 eavesdropping nodes, in which solid line represents the
cooperative link and dash line is the eavesdropping link.

are N, relay nodes forming the relay set R = {ry,rs,...,7rn,}
and N. (< Nj) eavesdropping nodes E = {ej,es,...,¢en,}
forming the eavesdropper set.” We assume that each node
is equipped with a single transceiver and can transmit/
receive within one channel at a time. In addition, each node
can only serve a unique role of source, destination, relay, or
eavesdropper at a time, i.e., N = 2N, + N, + N.. The eaves-
dropping nodes are assumed to be passive so they do not
transmit any signal with the intention of jamming the desti-
nations and only eavesdrop the information transmitted by
the sources and relays. We assume that the WANET is coop-
erative communication aware, that is, the distance between
any two nodes in the network is less than the transmission
range so that each s-d pair can use direct transmission (DT)
or cooperative communication. In other words, each trans-
mission can be overheard by all the eavesdropping nodes.
An example of a cooperative ad hoc network is shown in
Fig. 2, which will be used for investigation throughout this
paper. For clarity purpose, we only indicate part of the links
in the figure.

A flat, block Rayleigh fading environment is applied [14].
That is, the wireless channel remains static for one coher-
ence interval (one slot) and changes independently in differ-
ent coherence intervals with a variance o%j =1 ]‘?‘, where [; ;
is the euclidean distance between node i and j, and « is the
pass loss exponent. The channel gain between node 7 and j
is denoted as h; j, which is modeled as a zero-mean, inde-
pendent, circularly-symmetric complex Gaussian random
variable with variance o7 ;. Additive white Gaussian noise
(AWGN) with power spectral density N, (in Watt/Hz) is
assumed [17]. The fixed-channel-bandwidth model is adopted
where the bandwidth of each channel is assumed to be IV in
Hz. Thus, when node i transmits a signal to node j with
power P, the instantaneous signal-to-noise ratio (SNR) seen

2.In [19], we assume N, > N, to guarantee there are sufficient
relays for all the sessions. Here, we relax this constraint and allow mul-
tiple source-destination pairs can share a common relay node. Besides,
the spare relays can act as friendly jammers, which will be discussed in
Section 6.
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the transmission power for all source nodes and relay nodes
are P, and P, in Watt, respectively. In order to mitigate
interference, we make the same assumption as in [20] and
[21], where the orthogonal channels are available in the net-
work, e.g., different sources can communicate with their
respective destinations at their assigned channels with
orthogonal frequency division multiple access (OFDMA)
technique, which is proposed for cooperative communica-
tion [29]. Furthermore, we assume that the overall band-
width of all s-d pairs will not exceed the bandwidth
allocated to the network.

3.2 Transmission Model

Following our network model and the discussions in [20]
and [32], each source-destination pair can use either direct
transmission or cooperative communication with the help
of the best relay to achieve full diversity. We define the
channel between s; and d; (with or without cooperative
relay) as primary channel, and the channel between s; and e,
(with or without cooperative relay) as eavesdropping channel.
When the direct transmission is applied, the transmission
between s; and d; can also be overheard by the eavesdrop-
pers. The capacity of the primary channel from s; to d; and
that of the eavesdropping channel from s; to e, under DT
can be computed by:

w

Chr(siyd;) = 7log2(1 + Voidi)» (1)
w

CgT(Si’ 6“) = ?IOgQ(l + ySz,ﬁu)' (2)

1

Clip(R(s:) = m710g2

(3)
)/S,“ S; )/3;4 L
Lty + RVt
Vs R(s)) T VRsi)dy T 1
1 w
Chr(R(si),en) = m710g2
14+ ysy‘-e“ + 5i,R(si) ¥ siseu ,
T Vg Re) T YR ew T L
1 w
Chr(R(si)) = SR 2
min{logy (1 + ¥y, »(s;))» 108 (L + Vs, a0, + VR(5).0;) >
(5)
1 w
CgF(R(Si)7 ey) = m;

IIliIl{lOgZ(l + Vsi.,'R(si)L 10g2 (1 + Vsieu + YR(s;),e )}

(6)
When the cooperative communication is applied, we
adopt the model proposed in [12] where transmission pro-

ceeds in a frame-by-frame basis and each frame is divided
into two time slots: (a) broadcast phase in the first time

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL.26, NO.4, APRIL2015

slot, and (b) cooperative phase in the second time slot.
During the broadcast phase, source s; transmits the signal
to its dedicated destination d;. Due to the broadcast nature
of wireless communication, this transmission can also be
overheard by the relay nodes in R and eavesdropping
nodes in E. During the cooperative phase, at most one
relay node is assigned to source-destination pair (s;d;).
The assigned relay node forwards the data to d; using dif-
ferent techniques depending on different CC modes:
Amplify-and-Forward or Decode-and-Forward. Under AF
mode, the relay node amplifies the signal received from
the source node in the first time slot and then transmits the
amplified signal to the destination in the second time slot.
Under DF mode, the relay node decodes and estimates the
signal received from the source node in the first time slot
and then transmits the estimated data to the destination
node in the second time slot.

In contrast to [19], where we assume that each source-des-
tination pair is assigned a different relay node. Here, we
extend the model and analyze the situation when multiple
source-destination pairs share a common relay node. We say
that relay node r; is assigned to source-destination pair (s; d;)
if r; helps s; to achieve cooperative communication from s;
to d;. Denote the relay node assigned to source-destination
pair (s;d;) in the cooperative phase by R(s;). Let S(R(s;))
denote the set of s-d pairs to which R(s;) is assigned for
cooperative communication. For the case when multiple s-d
pairs share one relay node, ie., [S(R(s;))| > 1, where | X] is
the cardinality of set X, we assume that each relay node
equally provides service to all the s-d pairs employing it. This
can be achieved, for example, by using a reservation-based
TDMA scheduling and the shared relay node serves each s-d
pair in a round-robin fashion [21]. According to the analysis
in [17] and [14], the achievable capacity of the primary chan-
nel between s; and d; with an assigned AF or DF relay R(s;)
can be expressed as Eqn. (3) and Eqn. (5). During cooperative
communication, the eavesdropping nodes can also overhear
the transmitting signals in both of the two phases. Similarly,
the achievable capacity of the eavesdropping channel
between s; and e, with an assigned AF or DF relay R(s;)
can be expressed as Eqn. (4) and Eqn. (6), respectively.

Secrecy capacity is defined as the maximum transmission
rate of the involved s-d pair at which the eavesdropper is
unable to decode any information. For our predefined
model, secrecy capacity can be computed by the differen-
ces between the Shannon capacity of primary channel
and that of the eavesdropping channel [27]. Let
Cr(si,e,) denote the secrecy capacity between s-d pair
<sldl> and eavesdropping node e, under direct transmis-
sion, it can be computed by:

C}_S;T(Sive’tl) = [CgT(Sivdi) - C’ST(si,eu)]Jr, (7)

where [z]" 2 max{0,z}. Similarly, the secrecy capacity
between s-dpair (s; d;) and eavesdropping node e, with an
assigned AF or DF relay R(s;) can be expressed as:

Cir(R(si) en) = [Chp(R(s:)~Chp(Risi) e)] ' (8)

Chr(R(s:), e0)=[Chr(R(5:)~Chp(R(si),e)] - (9)
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3.3 Problem Formulation

Following the previous definitions, we first give the secrecy
capacity expression between an s-d pair (s; d;) and an eaves-
dropper e,, denoted by C(s;, e,):

C¥(sisen) = 8ij - Coe(R(si),en) + (1= 8i5) - Chy(sisew),
(10)

where §;; € {0,1} is a binary variable to characterize
whether a cooperative relay r; is assigned to <s7;,d7;>, ie., if
R(s;) =rj, 8;; =1, otherwise, §; ; = 0, and C2,(R(s;),e,) is
the secrecy capacity between (s; d;) and e, under AF or DF
mode, i.e., C2-(R(s:), eu) = C5-(R(si), e,) if AF is used and
C30(R(si), en) = C3n(R(s:), e,) if DF is used.

As there are multiple eavesdroppers in the network, the
transmission rate between an s-d pair is restricted by the mini-
mum secrecy capacity among the s-d pair and all eavesdrop-
pers. It is reasonable to focus on the minimum secrecy capacity
between the dedicated s-d pair and all the eavesdroppers.

Definition 3.1 (Secrecy capacity for a single pair). The
secrecy capacity for s-d pair (s;d;) is the minimum secrecy
capacity between (s; d;) and all eavesdroppers, which is the
maximum transmission rate at which all eavesdroppers are
unable to decode any transmitting information from s; to d;:

C(si) :min{CS(si,eu)}. (11)

ey€lR

Therefore, the secrecy capacity for the predefined ad hoc
network consisting of N, s-d pairs, N, relay nodes and N,
eavesdropping nodes with relay assignment profile § is
defined as the total secrecy capacity of all s-d pairs:

C5,.((S,D),R,E,8) =Y C%s). (12)

s;€8

Next we address the Relay Assignment Problem for
secrecy capacity maximization in Secure Cooperative
Ad hoc Networks (RAP-SCAN) as follows.

Definition 3.2 (RAP-SCAN). Given a set of source-destination
pairs (S, D), a set of relay nodes R and a set of eavesdropping
nodes E, RAP-SCAN seeks for a relay assignment profile such
that the system secrecy capacity C3, ((S,D),R,E,8) =

Y5 C%(si) is maximized among all the possible relay
assignment profiles.

According to the above definitions and discussions, we
theoretically formulate RAP-SCAN as the following optimi-
zation problem:

(RAP — SCAN) Maximize C5, ((S,D),R,E,8)  (13)
subject to:
R 1, lfR(SZ) =Ty,
8ij = {O, otherwise. (1)
Given R(s;) =15, S(R(si)) = Zﬁk‘j(si,sk € S,rj € R),
%
N (14b)
Zam < 1(81 es, i€ R), (140)
—1

J
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(DCSI = {ysi_dia ysi,rja yrj.dia ys,lueua yrj.eu}

(14d)
(VSL' € S,d; €D, rj € R,e, € E),

where Eqn. (14a) specifies the binary variable §;},
Eqn. (14b) specifies that each relay node can be assigned to
multiple s-d pairs, Eqn. (14c) specifies that each s-d pair can
only choose at most one relay node for cooperative commu-
nication, Eqn. (14d) indicates that the global Channel State
Information (CSI) is available [16], [17]. ®¢g; includes all
channel information between sources and destinations,
sources and relays, relays and destinations, sources and
eavesdroppers, and relays and eavesdroppers.

4 SECRECY CAPACITY GAIN FROM COOPERATIVE
RELAY ASSIGNMENT

The basic idea of secure CC is that after amplifying or
decoding the signals, the cooperative relay and source can
beam-form towards the destination to enable a greater capac-
ity gain in the primary channel than the eavesdropping one.
According to the previous formulations, it is not easy to
observe whether cooperative relay assignment can benefit
the secrecy capacity. In this section, we analyze the secrecy
capacity gain brought by cooperative relay assignment and
exploit the opportunities of secrecy capacity enhancement.

4.1 Maximum Primary Channel Capacity under CC
Secrecy capacity is defined as the difference between the
capacity of the primary channel and that of the eavesdrop-
ping channel. Intuitively, one wants to obtain the maximum
secrecy capacity can exploit maximizing the achievable
capacity of the primary channel and minimizing that of the
eavesdropping channel at the same time. Here, we first
derive the achievable upper bound of the primary channel
under cooperative AF and DF mode.

Lemma 4.1 (Maximum capacity of the primary channel).
When relay node r; involves in the cooperative transmission
between s-d pair s; and d;, the maximum capacity of the pri-
mary channel can be achieved by solving the following optimi-
zation problems, under AF and DF mode, respectively:

VsiriVrid;
AF mode : max C . < max { —— 2% 4 (15)
Vsiry ¥ Ve, 1

DF mode : max O3, < max{min{)/si,j7 ysiwdi+y7'j«,di}}7
(16)

Proof. It is not hard to notice that the above objective formu-
lations are derived from the capacity expressions of the
primary channel in Eqn. (3) and Eqn. (5). O

According to the above Lemma, we can obtain the maxi-
mum capacity of the primary channel be solving the formu-
lated sub-problems. Unfortunately, as the relay nodes are
randomly distributed in the network, a source node can not
always exploit the best located relay to assist its transmission
towards the dedicated destination in order to achieve maxi-
mum cooperative link capacity. On the other hand, one can
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observe that the capacity expression of the eavesdropping
channel under cooperative mode have a similar form as that
of the primary channel. It is hard to obtain the optimum
secrecy capacity by maximizing Eqn. (3) and (5), and mini-
mizing Eqn. (4) and (6) at the same time. Therefore, an effi-
cient relay assignment procedure is required and the
secrecy capacity gain brought by the cooperative relay
assignment should be well investigated.

4.2 Secrecy Capacity Gain under CC-AF Mode
Under cooperative Amplify-and-Forward mode, the relay
node first amplifies the received signals from the source
and then cooperates with the source to transmit the secret
information to the destination. According our previous dis-
cussions, the secrecy capacity between s-d pair (s; d;) and
eavesdropping node e, with an assigned AF relay is
expressed in Eqn. (8). It is not obvious to observe the bene-
fits brought by the involved AF relay. We first consider the
case when the secrecy capacity between s-d pair (s; d;) and
eavesdropping node e, under direct transmission is zero,
i.e the eavesdropping channel is better than the primary
channel (y,, ., > v, 4)- The following lemma indicates the
opportunities of secrecy capacity enhancement brought by
the assigned AF relay node R(s;) = r;.

Lemma 4.2. In the case that the secrecy capacity between s-d pair
(si,d;) and eavesdropping node e, under direct transmission is
zero, ie., CPp(si,e,) =0, positive secrecy capacity can be
achieved if the involved AF relay node satisfies the following
channel condition:

ysi,r(l =+ Vsi,r)(yr,d - yT,eu)
(1 + ysi,r + yr\d)(l + yshr + Vreu

) > Vs,,eu - ysm" (17)

Proof. The proof of the above lemma can be obtained by cal-
culating C5,.(R(s;), e,) > 0in Eqn. (8). 0

The above lemma indicates that the involved AF relay
not only provides additional channel to transmit the secret
information, but it also compensates the secret information
loss at the source [31]. We can achieve nonzero secrecy
capacity under AF mode with large y, , and enough
secret information compensation, i.e., ‘yrj,d,; = Vijeu >

ysi,e“ - ysivdi'

4.3 Secrecy Capacity Gain under CC-DF Mode
Under cooperative Decode-and-Forward mode, the relay
node first decodes the received signals from the source and
then cooperates with the source to transmit the secret infor-
mation to the destination. Similar as the analysis under AF
mode, we consider the secrecy capacity brought by the
involvement of DF relay when y, . > v, 4.

Lemma 4.3. In the case that the secrecy capacity between s-d pair
(s;,d;) and eavesdropping node e, under direct transmission is
zero, i.e., CgT(si7eu) =0, positive secrecy capacity can be
achieved if the involved DF relay node r; satisfies the following
channel conditions:

yrj,di - yrj,eu > ysheu - ysi,dﬂ
{ ysi:r’j > ysi,e“ + yrj,eu' (18)
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The proof to the above lemma can be found in Appen-
dix A in the supplementary file, which can be found on
the Computer Society Digital Library at http://doi.
ieeecomputersociety.org/10.1109/TPDS.2014.2316155.  To
this end, let us look back into the formulated problem.
From the above two lemmas, we observe that whether the
cooperative relay assignment benefits the secrecy capacity
greatly depends on the involved relay nodes.

5 AN OPTIMAL RELAY ASSIGNMENT ALGORITHM

Advanced cooperative wireless applications calls for time-
efficient and effective networking strategies to improve the
system operation efficiency and reliability. In this section, by
discussing with the case of multi-pair cooperative communi-
cation, we develop an optimal relay assignment algorithm,
which is able to solve RAP-SCAN in polynomial time.

5.1 Multi-Pair Cooperative Communication

For the case that multiple s-d pairs share a common relay,
we are more interested in whether this sharing will deterio-
rate the system secrecy capacity. The following lemma indi-
cates us how we can improve the system secrecy capacity if
there exists a relay node shared by multiple s-d pairs.

Lemma 5.1. If a relay node ; is shared by multiple s-d pairs, we
can improve the system secrecy capacity by the following
double-stepadjustment: i) let the s-d pair with the minimum
secrecy capacity among all the pairs sharing r; use direct trans-
mission; ii) keep other s-d pairs’ relay assignment profile the
same.

The proof to the above lemma can be found in
Appendix B in the supplementary file, available online.

Following our predefined system model, each source
node will be either assigned a relay node for cooperative
transmission or transmit to the destination directly. On
the other hand, based on Lemma 5.1, we can always
improve the system secrecy capacity by applying the
double-step adjustment. Thus, each relay node will be
assigned to at most one s-d pair in order to achieve max-
imum total secrecy capacity. This one-to-one matching
relation indicates that we can relaxed the constraint in
Eqn. (14b) to:

N,
For each r; € R, Z(SW <1(s; € 9).

i=1

(19)

5.2 Motivating Example

Considering the cooperative ad hoc network in Fig. 2, the
secrecy capacity between each s-d pair and eavesdropping
node e; under the direct transmission and the cooperative
communication are illustrated in Tables 1 and 2, respec-
tively. Under direct transmission, the secrecy capacity
between (s1,d;) and e; is 0, between (s d3) and e, is 1. After
a random relay assignment, e.g., R(s1) = 2, R(s2) = r1 and
R(s3) =15, the secrecy capacity between (s;d;) and e;
increases to 3, between <53,d3> and e; increases to 7. How-
ever, the secrecy capacity between <52,d2> and e; decreases
from 2 to 0. In other words, this relay assignment profile
benefits s-d pair (s;di) and (s3d3), but harms (syds).
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TABLE 1
Secrecy Capacity under Direct Transmission (Mbps)

CET(si,di) CBT(Si,Bl) CgT(si,el)

<S17d1> 8 9 0
< s2,d2 > 10 8 2
< s3,ds > 10 9 1

Although it is hard to evaluate whether such an assignment
profile is good or not, it inspires us to seek for an optimal
relay assignment profile that the system secrecy capacity
can be maximized.

In Table 3, we list the secrecy capacity between all s-d
pairs and eavesdropping nodes for the sample network in
Fig. 2. Secrecy capacity is denoted as a two dimensional
vector, (C%(s;,e1), C%(si,e2),) (1 <i<3). Notice that the
dimension of the vector here is the number of eavesdrop-
ping nodes N.. Each highlighted cell represents the
secrecy capacity under the current assignment, which is
the minimum one among all of the N, results. For exam-
ple, C%(s1,e1) =0 (under direction transmission) and
C%(s1,e1) = 2 (with assigned relay ). With the secrecy
capacity for each s-d pair in mind, any relay assignment
algorithms with the objective to maximize the system
secrecy capacity seek for an optimum assignment profile
for each s-d pair. Following our predefined system model
and Lemma 5.1, each source node will be either assigned
a relay node for cooperative transmission or transmit to
its destination directly. This one-to-one matching relation
indicates that we can map any instance of RAP-SCAN
into that of the Maximum Weighted Bipartite Matching
(MWBM) problem [30] and use corresponding algorithms
to solve it.

5.3 Algorithm Details
For any instance ((S,D),R,E) of RAP-SCAN, we con-
struct an instance G = (U, V,w) of the MWBM problem as
follows. Let a set U of vertices represents the source
nodes set S, and a set V' of vertices represents DU R.
Then we set w(s;,r;) = mine,ep{Coa(s:, eu)}(r; = R(s:)),
and set w(s;,d;) =ming, cp{Chr(si,e,)} for all s; €U,
d; € V. The corresponding MWBM instance for Fig. 2 is
shown in Fig. 3. In order to have a clear view of the con-
version, we also label the involved eavesdropping node
with the minimum secrecy capacity together with the
weight on the edge, e.g., ¢! is the labeled eavesdropping
node and e = argmin,,cp{C®(s;, e,)}.

We present our proposed Optimal Relay Assignment
algorithm for Secure Cooperative Ad hoc Networks, named

TABLE 2
Secrecy Capacity with an Assigned Cooperative Relay (Mbps)

R(si) CEc(R(si)) CE(R(si),er) CEo(R(si),e1)

< s1,d1 > () 13 10 3
< s2,d2 > 1r1 14 15 0
< 83,d3 > T5 15 8 7
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TABLE 3
Secrecy Capacity under Cooperative Communication (Mbps)
. R(si)

s-d pair [1] 1 9 T3 T4 5
<517d1> (072) (274) (373) (070) (170) (070)
<s2,d2> (2,1) (0,0) (3,2) (0,0) (4,0) (0,0)
<s3,d3> (1,4) (0,0 (0,0 (2,3 (0,00 (7,5)

ORA-SCAN, as illustrated in Appendix C in the supplemen-
tary file, available online. The proposed ORA-SCAN first
constructs a set U of N, vertices corresponding to S and a
set V of N;+ N, vertices corresponding to DU R. After
labeling the weight of each edge in the constructed graph,
ie, w(s;,d;) = min.,cp{Cr(si,e,)}, we apply an MWBM
algorithm to find a maximum weighted matching AM* for
G = (U,V,w). Next we prove the correctness and analyze
the computational complexity of it by the following theorem.

Theorem 5.1. The proposed ORA-SCAN algorithm guarantees
to find an optimal cooperative relay assignment profile for
RAP-SCAN in time bounded by O(N2N,).

Proof. We prove the correctness of ORA-SCAN by contra-
diction. Following the formulated RAP-SCAN and our
previous discussions, each optimal relay assignment pro-
file for RAP-SCAN can be mapped to a matching in the
graph G = (U,V,w), as described from Lines 1 to 11.
Assume that there exists another relay assignment profile
8" which resulting in a higher secrecy capacity than §*
returned by ORA-SCAN. In other words, there exists
another matching M’ for G, which has a higher weight
than that of M*. It contradicts the fact that M* is a maxi-
mum weight matching for G. Therefore, it is an optimal
relay assignment algorithm.

For the computational time of ORA-SCAN, it is con-
sisted of three parts: mapping time from RAP-SCAN to
MWBM (from Lines 1 to 11), the running time of the
corresponding MWBM algorithm (Line 12) and the
resulting variable resetting (from Lines 13 to 20). For
the first part, the computational time of the secrecy
capacity for all s-d pairs is O(N,N,N,). For the second
part, many algorithms have been developed to solve
the MWBM problem in polynomial time, such as Dijk-
stra algorithm with Fibonacci heap and Kuhn-Munkres
algorithm [30]. If the Dijkstra algorithm with Fibonacci
heap is used, the running time is bounded by O(N2N,).
For the third part, the running time is bounded by
O(N;N,). Therefore, the running time of ORA-SCAN is
bounded by O(N;N, N. + N?N, + N,N,). For our system
model, as we assume that N. < N, the running time of
ORA-SCAN is bounded by O(N?2N,.). o

Fig. 3. Mapping RAP-SCAN to the MWBM problem.
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6 PROPOSED SMART JAMMING ALGORITHM

In order to reduce the capacity of the eavesdropping
channel, cooperative jamming technique which encour-
ages one or more involved nodes to generate artificial
interference towards the eavesdropping nodes is of great
interests recently. It has been shown that, by carefully
scheduling the interaction between relay nodes and jam-
ming nodes, substantial secrecy improvements can be
achieved [16], [18]. In this section, we exploit the advan-
tages of cooperative jamming technique and propose a
smart jamming algorithm to further increase the system
secrecy capacity.

6.1 Transmission Model with Cooperative Jamming
We modify the two-phase cooperative communication
transmission model presented in Section 3.2 and the com-
munication phases are shown in Fig. 4. Under the modi-
fied model, one or more relays that were not assigned to
any s-d pairs during the assignment procedure can be
selected to act as friendly jammer(s) to further increase
the system secrecy capacity. During the broadcast phase,
in order to protect the source’s broadcast message, a relay
node is selected to act as the friendly jammer, which gen-
erates intentional interference towards the eavesdropping
nodes. During the cooperative phase, the assigned coopera-
tive relay transmits the source’s message towards the des-
tination. The selected jamming relay node acts as a
friendly jammer to the s-d pair it is serving, and continues
to generate intentional interference towards the eaves-
dropping nodes. Take the scenario in Fig. 4 (part of
Fig. 2) as an example, relay node r, is not assigned to any
s-d pairs after the relay assignment procedure, so it can
be selected to serve as a friendly jammer for (s;,d;). Dur-
ing the cooperative phase, the assigned cooperative relay
node 7y transmits the data from s; to d; . r4 acts as a
friendly jammer to (s1, d;) and generates intentional inter-
ference towards eavesdropper e;. One should also notice
that the interference signal generated by the selected jam-
ming relay node can also affect the cooperative links, for
example, there is interference from ry to d; during both
phases.

Following our system model, orthogonal channels are
applied to all s-d pairs, the jamming relay can use the same
channel as the s-d pair it is serving but just generating artifi-
cial interference. Thus, the interference signal generated by
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the jamming relay will not affect the transmission of other s-d
pairs. Furthermore, we assume that the jamming relay
selected in the two communication phases is the same, the
selection methodology with involvement of two different jam-
ming nodes in two phases is out of the scope of this paper.

6.2 Algorithm Description

Under the predefined cooperative Decode-and-Forward
mode, if the maximum ratio combiner (MRC) technique [28]
is used to combine the two-phase transmissions at the desti-
nation, the instantaneous secrecy capacity between (s;,d;)
and e,, with a cooperative jamming relay j, can be expressed

as [17]:
3 . w Vsid; YR(s;),d;
C%F(si,eu,jv) =— |log, | 1+ A + (Rak
2 L+ Y750 1+ 8%,

Vsi.e
“log, [ 14— Tuie
g2 ( 1 + ‘3<2) V.imc’u

y +
+ R(;zt)~<ii 7
1 + /3( >y.j1,v-,(3u

(20)

where g € {0,1} is a binary variable to indicate whether
the jamming relay is activated during the tth phase, t=1
denotes the broadcast phase and t=2 is the cooperative
phase, respectively.

As all relay nodes have the global channel state informa-
tion, the following lemma indicates the condition for an s-d
pair to select an unassigned relay as a friendly cooperative
jammer.

Lemma 6.1. A relay node that was not assigned to any s-d pairs,
denoted by r,, can be selected to act as a friendly cooperative

jammer for (s, di) if ¥, > Vr,a,-

Proof. It can be derived from comparing Eqn. (20) and
Eqn. (9). The improvement on secrecy capacity when a
cooperative jamming relay involves can be expressed as
C3p(siyeusmy) — C2p(R(si),e) > 0. Hence, we have
Vrpeu > Vrpd;* 0

The above lemma implies whether an unassigned relay
can be selected to act as a friendly jammer for an s-d pair. The
friendly jammer selection procedure is presented in
Appendix D in the supplementary file, available online.
After running the proposed algorithm, a jamming relay
selection profile is obtained, in which the selected relay
nodes are associated with different s-d pairs. As the smart
jamming procedure follows with the the optimal relay
assignment process, an efficient transmission scheduling is
necessary.

7 PERFORMANCE EVALUATION

7.1 Experiment Setup

In this section, we verify our analysis and evaluate the effi-
ciency of the proposed algorithms through extensive
experiments.

To evaluate the effect of relay location on the primary
channel capacity, we conduct experiments on a network
consisting of a source node, a relay node and a destination
node. Details of the experimental results can be found in
Appendix E in the supplementary file, available online.
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Fig. 5. Experimental scenarios: (a) Four secure cooperative ad hoc net-
work scenarios each with one s-d pair, one relay node and one eaves-
dropping node. (b) Topology for a 40 nodes cooperative ad hoc network
where Ny =10, N, =15and N, = 5.

To evaluate the secrecy capacity gain brought by the
cooperative relay assignment, experiments are first con-
ducted in four sub-scenarios where the location of relay and
eavesdropper varies, corresponding to different assignment
choices, as shown in Fig. 5a. The distance from source and
destination is 1,000 meters and the location of relay and
eavesdropper varies in different scenarios, e.g., ls ., =
lyye; =500m, Iy, =14 =707m in Scenario A, I, .,
lyy oy = Uy g, =500m, I, ., = 707 m in Scenario B, etc. In the
experiments, we set W = 22 MHz for the channel. We vary
the path loss exponent, the transmission power of relay,
and the transmission power of source to compare the
secrecy capacity under different scenarios.

To evaluate the efficiency of our proposed relay assign-
ment algorithm and the smart jamming algorithm, we carry
out comprehensive experiments by studying various coop-
erative ad hoc network scenarios. We first varied the
number of source-destination pairs N,, the number of
relay nodes N, and the number of eavesdropping nodes
N. to evaluate the efficiency of our proposed relay
assignment algorithm. Nodes are randomly distributed in a
500 x 500 m square. For each setting, we randomly generate
10 instances and the average result is presented with a
95 percent confidence interval. Experiments are conducted

1125

by comparing the total secrecy capacity under direct trans-
mission, a random cooperative relay assignment, and our
proposed relay assignment algorithm, ORA-SCAN. We set
22 MHz as the bandwidth for the channels. The transmis-
sion power for all sources and relays is set to 1 Watt and the
ambient noise is 107 Watt/Hz. Lastly, we evaluate our
proposed algorithms by studying a 40 nodes cooperative
ad hoc network as shown in Fig. 5b. Nodes are randomly
distributed in a 500 x 500 m square. There are 10 source-
destination pairs which represent the unicast sessions,
15 relay nodes and five eavesdroppers. Experiments are
conducted by comparing the total secrecy capacity under
direct transmission, CC with ORA-SCAN, and CC with
ORA-SACN and the smart jamming algorithm.

7.2 Experimental Results
7.2.1 Secrecy Capacity Gain from Relay Assignment

We evaluate the secrecy capacity under four different
scenarios in Fig. 5a by varying the network settings, as
shown in Figs. 6a, 6b and 6c. For clarify purpose, we also
provide the secrecy capacity that is below zero. From the
three sub-figures, we observe that the network settings (e.g.,
path loss exponent and the transmission power of source
and relay) have less impact on the secrecy capacity than the
assignment of relays. For example, sub-scenario-D always
achieves nonzero secrecy capacity as the involvement of
relay improves the capacity of the primary channel and
simultaneously decrease the capacity of the eavesdropping
one. Another observation is that the location of cooperative
relay and eavesdropper has great impact on the secrecy
capacity.

7.2.2 Efficiency of the Proposed Algorithms

We compare the performance of our proposed relay assign-
ment algorithm (ORA-SCAN) with direct transmission and
a random relay assignment algorithm, by varying the num-
ber of relay nodes, s-d pairs and eavesdropping nodes, as
shown in Figs. 7a, 7b and 7c. In Fig. 7a, we fix the number of
s-d pairs to 20 and the number of eavesdropping nodes to 5.
ORA-SCAN achieves a much greater secrecy capacity gain
than the random assignment when the number of relay
nodes increases. Then we fix the number of relay nodes to
20 and the number of eavesdropping nodes to 5, we calcu-
late the total secrecy capacity by varying the number of s-d
pairs, as shown in Fig. 7b. Although ORA-SCAN still out-
performs the other two algorithms, the secrecy capacity
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gain increase much slower as there are limited set of relay
nodes to be exploited. In Fig. 7c, we vary the number of
eavesdropping nodes which indicates for different security
requirements. For each of the algorithms under consider-
ation, the secrecy capacity gain from ORA-SCAN is much
better than the other two algorithms.

Consider the network topology in Fig. 5b, we generate
the secrecy capacity for each s-d pair under our proposed
ORA-SCAN algorithm, as shown in Fig. 8b, and compare it
with the secrecy capacity under direct transmission in
Fig. 8a. The total secrecy capacity increases from 63.73 to
70.75 Mbps. This benefit is from the optimal relay assign-
ment process. Further, we exploit the jamming technique
and select one or more unassigned relay nodes to act as
friendly jammer for some of the s-d pairs. We compute the
secrecy capacity after running ORA-SCAN and the smart
jamming algorithm altogether, which receives considerable
improvement on the total secrecy capacity from 70.75 to
94.82 Mbps, as shown in Fig. 8c. The reason is that some
spare relays can act as friendly jammer and serve for some
transmitting sessions, e.g., jamming relay is selected to serve
(s4,d4), (s7,d7) and (sg,dy) and to combat the dedicated
eavesdropping nodes, which increases the secrecy capacity
for each of the above s-d pairs.

8 CONCLUSION AND FUTURE WORK

This paper aims to provide secure cooperative communica-
tion for WANETSs via cooperative relaying and jamming.
We theoretically formulate the secrecy capacity maximiza-
tion problem and develop an optimal relay assignment
algorithm to solve it in polynomial time. Then we propose a

(b) Secrecy capacity wih ORA-SCAN

(c) Secrecy capacity with ORA-SCAN and
smart jamming

smart jamming algorithm to further increase the system
secrecy capacity. Extensive experimental results reveal that
our proposed algorithms can achieve high secrecy capacity
under various network settings. For a future work, we will
exploit the secrecy capacity optimization problem with
imperfect channel state information. We provide a sketch of
further discussions in Appendix F of the supplementary
file, available online.
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