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Adaptive Barrier Coverage Using Software
Defined Sensor Networks

Linghe Kong, Siyu Lin, Weiliang Xie, Xiaoyu Qiao, Xi Jin, Peng Zeng, Wanli Ren, and Xiao-Yang Liu

Abstract— This paper investigates the adaptive barrier cover-
age system in wireless sensor networks, where multiple mobile
sensor nodes collaboratively move based on cloud computing.
This system aims to adaptively maintain a barrier coverage
surrounding a dynamic zone, such as nuclear leakage area
and toxic gas area. Since such a zone is usually dangerous
and invisible, it is necessary to monitor and track its bound-
ary for detecting unwanted people nearby and warning them.
Existing studies on mobile barrier coverage mainly focus on
static zones, which cannot directly apply into dynamic zones
because their movement strategies are not flexible with dynamics.
To address such a problem, we propose a novel adaptive barrier
coverage system. The challenge is to effectively maintain the
barrier when the change of dynamic zone is unpredictable.
The proposed system leverages the software defined concept,
in which the mobile sensor nodes execute the local sensing tasks
and the cloud computes the real-time optimal strategy to control
the movements of nodes. Extensive simulations based on large-
scale real trace demonstrate the efficiency and the efficacy of the
proposed system.

Index Terms— Wireless sensor networks, mobile computing,
barrier coverage.

I. INTRODUCTION
ITH the dramatic growth in industrial develop-
ment, the natural environment is easily destroyed by
pollution, such as inappropriate deposition of industrial waste,
sewage, toxic gas emission, chemical spills and efc. [25].
Thus, the monitoring of such pollutants is imperative to
prevent environmental and people disasters. To avoid irrelevant
people penetrating the dangerous zone, deploying mobile
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sensors at the boundary of the zone to detect and warn them,
commonly known as barrier coverage, becomes critical.

The barrier coverage topic has attracted extensive con-
cerns in the research community of wireless sensor
networks (WSNs) [19]. Many valuable efforts have been made
for barrier coverage [2], [14] in the literature. Existing works,
no matter the sensor nodes are mobile [1], [3], [16] or not [13],
[21], [26], mainly focus on static zones, e.g., the border line.
Nevertheless, the pollution, such as oil spills, is usu-
ally dynamic, whose shape and position are time-varying.
When the zone begins to move, the state-of-the-art solutions
fail to maintain a barrier coverage. This is our motivation to
study the adaptive barrier coverage (ABC) for dynamic zone.

Compared with the conventional barrier coverage, ABC not
only inherits all properties such as intrusion detection, but also
has a new feature that ABC can transform itself according to
the change of dynamic zone. For supporting this new feature,
the mobile sensor nodes should have the ability of sensing
both the outside intruders and the boundary of the zone.

There are three major challenges in maintaining barrier
coverage for dynamic zone. First, the pollution zone is
dynamic and its change is unpredictable. Second, with the
limited number of mobile sensor nodes, the monitoring qual-
ity of ABC should be maximized in the dynamic case.
This quality is commonly characterized by the number of
barriers K [14]. Third, since the batteries of a mobile sensor
nodes are always constrained, the travel distance of nodes
should be minimized for energy saving. Briefly, the adaptive
barrier coverage problem aims to maintain a dynamic barrier
while maximizing its monitoring performance and minimizing
the energy consumption.

To tackle these challenges, we leverage the software defined
concept [11], where a cloud-based architecture [4], [28], [29]
is used to control the mobility of sensor nodes. The software
defined sensor networks can resort to not only the local sensing
knowledge but also the cloud-based intelligence to adjust the
movement strategy, so that the barrier coverage service can be
enhanced in complex environments.

In this paper, we study the adaptive barrier coverage for
dynamic zone as follows:

First, we formulate the K-D ABC problem to maximize the
number of barriers K and to minimize the total travel distance
D of sensor nodes. We derive the theoretical maximum K when
the number of sensor nodes n is given. After that, we discuss
the optimal movement pattern of sensor nodes to maintain the
maximum K while achieving the minimum D.
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Second, the theoretical optimum cannot be achieved in prac-
tice because of two reasons. (i) The change of the pollution
zone is unpredictable, and (ii) every sensor node senses only
partial information of the boundary. To approach the optima,
mobile sensor nodes report their positions and sensing infor-
mation to the cloud via LTE/5G communication system [5],
and the cloud computes the collaborative movement strategy to
control all nodes. The core concept is to form sensor nodes as
an elastic barrier wrapping the dynamic zone, which is inspired
by an elastic band wrapping around an object.

Finally, we conduct extensive simulations based on real
trace collected from toxic red tide populations in the Western
Gulf of Maine. Performance results show that the proposed
system closely approaches the optimum K-D barrier coverage.

The contributions of this paper are as follows.

« We study the practical problem on adaptive barrier cov-
erage to monitor the dynamic zone such as industrial
pollution.

o We derive the theoretical optimal K-D adaptive barrier
coverage for both high monitoring quality and low energy
consumption.

« We develop a software defined sensor system that the
cloud controls the sensor nodes to retain K-D adaptive
barrier coverage corresponding to the dynamic zone. The
proposed solution is demonstrated to perform well in
a realistic setting through trace driven simulations.

II. RELATED WORK

Barrier coverage facilitates the applications of intrusion
detection and border surveillance in real world. We classify
the existing barrier coverage works into three categories.

A. Stationary Nodes for Static Zones

Most existing works fall in this category, in which the
barrier coverage is formed by stationary nodes in order to
protect static zones or objects. The research of barrier coverage
is firstly introduced in [14]. Then, a distributed algorithm
is proposed to locally determine the formation of barrier
coverage [2]. Recently, a bulk of works design the barrier cov-
erage in different directions such as line-based barrier in [21],
curve-based barrier in [10], belt-based barrier in [23], direc-
tional camera based barrier in [27], and probabilistic barrier
coverage in [3].

B. Mobile Nodes for Static Zones

With the development of robotic techniques [8], mobile
sensor nodes start to be utilized in real applications [6].
Several innovative works fall in this category, in which
mobile sensor nodes form the barrier surrounding static zones.
For example, the automatic barrier formation mechanism is
designed in [12] with omni-directional sensors. Nevertheless,
only a few sensors have omni-directional sensing ability.
Consequently, Wang et al propose an optimal solution for
sectorial sensing area [24], such as cameras, to achieve
K -barrier coverage. Furthermore, to guarantee the monitoring
quality even the number of sensor nodes is inadequate, a peri-
odic scheduling is investigated to control the movement [9].
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Fig. 1. (a) The model of dynamic zone is an area with a closed boundary
on a 2D plane. (b) Mobile sensor nodes form a barrier coverage wrapping the
dynamic zone.

Specially, for energy saving, lots of solutions are proposed to
trade off the monitoring quality and the lifetime of the barrier
coverage [7], [17].

C. Mobile Nodes for Dynamic Zones

In this category, the zones begin to move. Thus, mobile
sensor nodes have to be adopted in order to keep wrapping
the dynamic zones. Conventional methods for static zones
cannot maintain the barrier coverage for such dynamic zones.
Research in this category is little. For example, in [15],
mobile full coverage is investigated to detect the intruder
in dynamic zones. However, full coverage costs more sen-
sor nodes than barrier coverage. Hence, this paper pay
attention to the problem of adaptive barrier coverage for
dynamic zones.

III. PROBLEM STATEMENT

In this section, we present the models, the metrics, and
the formulation of the adaptive barrier coverage (ABC)
problem.

A. Models

The ABC problem considers the dynamic zone (e.g., oil
spill areas), intruders and sensor nodes moving on a two-
dimensional plane during the given time period 7. We divide
T into discrete time slots and denote the beginning of
T as t = 0. The distance between two points a; and ap is
denoted by d(ay, az). If A and A, are two areas in the plane,
d(Al, A2) = min{d(a,-,aj)l‘v’a,- € Al,‘v’aj € Az}.

1) Dynamic Zone Z: A dynamic zone is an area enclosed
by a closed boundary as shown in Fig. 1, which moves and
deforms on the 2D plane. We are interested in the time-varying
boundary of Z, denoted by S(¢), and do not care about its
internal change. The change of £(¢) is unknown during T.

2) Intruder I: An intruder (intruder) is a person or an
animal that is desired to be detected when it moves towards the
dynamic zone Z. The intruder could be a point, a changeable
area or several separate areas on the 2D plane. The appearance
of intruders is unknown in advance.

3) Safety Distance €: It is the shortest allowed distance
between an intruder and the dynamic zone. An intruder
is required to be detected at least one sensor node when
d(Z,I) < €. The value of ¢ is set according to the requirement
of diverse applications.
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4) Mobile Sensor Nodes s;: In order to detect all intruders,
a complete barrier coverage wrapping the dynamic zone is
necessary. So that any intruder could be immediately detected
when it goes across the barrier region. The mobile sensor
nodes are promising candidates to collaboratively build such
a barrier. We assume that there are totally n sensor nodes,
denoted by s;,i = 1, ---,n. The maximum velocity of these
sensor nodes is vg. Every node can obtain its position by GPS
devices. A node can sense both the boundary of Z and the
intruder / within its sensing range. We adopt the widely used
disk model [2], [6] to describe the coverage area, where every
sensor node s; has an equal sensing range rs.

5) Barrier Coverage: A barrier coverage is defined as
a virtual closed belt region surrounding the dynamic zone Z,
which is built by the sensing coverage of all sensor nodes.
An example of the barrier coverage is shown in Fig. 1.
An intruder cannot reach Z without crossing this
barrier.

B. Metrics

The goal of the mobile sensor nodes is to maintain an
adaptive barrier coverage with the change of the dynamic zone.
Two major metrics need to be considered in our design.

1) Number of Barriers K: An ABC has K barriers if and
only if an intruder is detected by at least K nodes when
it crosses the belt region to Z. An ABC with K barriers
is referred to K-ABC. Increasing K can produce a higher
monitoring quality for intruder detection.

2) Total Travel Distance D: In a given period, the sum
of travel distances of all nodes is denoted by the total travel
distance D. Let u;(t1,%) denote the distance travelled by
the sensor node s; from f#; to . The total travel distance is
given by

n
DO, T) = > ui0,T). (1
i=1
It is critical to reduce the total travel distance of
mobile sensor nodes because the mobile nodes have only
limited battery.

C. Problem Formulation

1) The K-D Adaptive Barrier Coverage Problem: Given
n mobile sensor nodes, this problem studies how to collab-
oratively move these nodes with the objective to minimize
the total travel distance under the constraint of maximize the
number of barriers at any time. Mathematically, the K-D ABC
problem is formulated by

[Objective: min D(0, T), o

Subject to: max(K).

IV. THEORETICAL ANALYSIS

In this section, we derive the theoretical maximum K when
a dynamic zone is given, and then we discuss the optimal
movement pattern for the mobile sensor nodes in order to
achieve max(K) and min(D).
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Fig. 2. (a) An example of coverage graph. The sensor nodes form two
vertex-disjoint chains. (b) A two-chain barrier wraps a dynamic zone.
The minimum distance between Chainl and the zone is €. The distance
between two chains is the same everywhere.

A. Maximum Number of Barriers K

Since the dynamic zone is time-varying and the number
of sensor nodes is fixed, the maximum number of barriers K
consequentially changes. Intuitively, K becomes smaller when
the size of dynamic zone grows up.

Theorem 1: The maximum K is achieved when all sensor
nodes are evenly distributed on the e-convex hull of the
dynamic zone. The real-time maximum K is m,

where ¢() is the operator to obtain the length of convex
hull.
Proof: We prove Theorem 1 by introducing four lemmas.

Lemma 1: Sensor nodes form a K-ABC if and only if there
are K vertex-disjoint chains in the coverage graph.

The coverage graph G = (V, E) consists of the vertex
set V and the edge set E, where V is the nodes’ positions and
E is the connected relationship when the distance between any
two sensor nodes is less than 2r;. An example of G is shown
in Fig. 2. One barrier is defined as a closed sequence of edges
and contains the zone inside. Multiple barriers are separate
if they have no shared vertex. Lemma 1 can be directly proved
in the same way as [14, Th. 4.2].

Since the number of sensor nodes n is fixed and any edge
between two sensor nodes is no longer than 2rg, the total
length of all barriers is no longer than 2nr,. Thus, the maxi-
mum K will be achieved when the length of every barrier is
minimized.

Lemma 2: The shortest barrier is the e-convex hull of a
dynamic zone.

According to the basic theory in convex analysis [20], in a
2D plane, the smallest polygon €, which can contain an
area Z, is Z’s convex hull. This convex hull has not only
the smallest area but also the smallest length.

We denote the convex hull of the zone as CH and the
e-convex hull as e-CH. The e-convex hull is defined as
a closed chain satisfying: (1) The CH is contained inside the
€-CH; (2) the distance between €-CH and CH is € everywhere,
i.e., d(CH, e-CH) = €. From [20], we can have that the length
of e-convex hull is ¢(B(t)) + 2z € if the length of the convex
hull is ¢(B(2)).

At a certain time point, the dynamic zone can be treated as
a static area. If we set € = 0, the shortest barrier is the convex
hull of Z. If we set € > 0, the shortest barrier is the e-convex
hull of the dynamic zone.
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Fig. 3. (a) In a segment of barrier coverage, mobile sensor nodes distribute on
two chains, where K = 2. (b) Mobile sensor nodes distribute on one chain,
where K = 2. (c) Mobile sensor nodes evenly distribute on one chain, where
K =2 as well.

Lemma 3: The maximum number of barriers K is achieved
when the dynamic belt is the chain of e-convex hull, and the

value of maximum Kis L#

iZneJ'

Forming sensor nodes into several separated chains is an
available solution. As shown in Fig. 2, two convex-hull-like
chains are formed by sensor nodes, where the distance between
Chainl and Chain2 is m. The Chainl1 is the e-convex hull. And
the length of the Chain2 is ¢ (8 (¢))+2x e +2z m. If we shrinks
the Chain?2 to be the same as Chainl, there are still two chains
and wm/rg nodes could be saved for Chain2.

We find that K is determined by the number of chains, but
it is independent to the distribution of chains. As illustrated
in Fig. 3(a) and Fig. 3(b), no matter two chains are separated
or overlapped, the values of K remain 2. In both scenarios,
any intruder crossing the barriers will be detected at least by
two sensor nodes.

When all chains take the shortest length, they are completely
overlapped on the e-convex hull. The length of adaptive barrier
therefore is ¢(f(t)) + 2xe. In this case, the value of K is
maximized, where K = W Such a dynamic chain

could achieve K-ABC if any point on the chain is covered
by at least K sensor nodes, i.e., there are K sensor nodes in
any segment with length of 2rg on the e-convex hull.

Lemma 4: It is a sufficient condition for maximizing the
number of barriers K that the sensor nodes are evenly distrib-
uted on the e-convex hull of the dynamic zone.

As shown in Fig. 3(c), all sensor nodes are evenly dis-
tributed on the e-convex hull, which results in the distance

between any two closest neighbors as A = w Hence,

there are K = % = m nodes in any segment with

length of 2ry, and the maximum K in Lemma 3 is achieved.

Then, Theorem 1 is proved. [ |

According to Theorem 1, towards maintaining the maximum
K in dynamic case, the sensor nodes should change their
positions and always evenly distribute on the e-convex hull.
However, the e-convex hull changes when the dynamic zone
deforms. Therefore, the sensor nodes should move correspond-
ingly and form the dynamic e-convex hull.

B. Minimum Total Travel Distance D

Besides maximizing the value of K, we then study how
to minimize the total travel distance of mobile sensor nodes.
It is challenging to achieve the minimum D. On one hand,
there are countless possible directions and paths to move for
every sensor node. On the other hand, all sensor nodes should
collaboratively move in order to maintain the maximum K.
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Fig. 4. (a) Sensor nodes move to candidate positions on the e-convex
hull from 7; to 7. (b) Finding the movements with minimum D at two
consecutive stages can be converted to a weighted bipartite matching problem.
(c) Finding the movements with minimum D during whole T can be converted
to a multiple-stage weighted bipartite matching problem.

We consider the motion of the dynamic zone as a multi-
staged process and divide the time into discrete time slots.
Theoretically, we derive the minimum total travel distance
when the motion track of the dynamic zone is ideally given.

Theorem 2: The K-D ABC problem can be reduced to a
multiple-stage minimum weighted bipartite matching problem.

Proof: For analysis, we resort to two consecutive stages
tj and tj 1. Fig. 4 shows an example of nodes’ movements
from the stage #; to t;41. In order to keep the maximum K,
the sensor nodes should be evenly distributed on the e-convex
hull at both the stage ¢; and #; 1. At each stage, there may
be ¢ different combinations of the nodes’ positions and all
these combinations can achieve the maximum K. Given a spe-
cific positioning of the nodes at stage ;1, the movements of
sensor nodes are shown in Fig. 4. It is intuitive that each node
has to be assigned to one of n candidate places at stage #;41.
Such a movement assignment can be essentially considered
as a weighted bipartite matching. Each edge is associated
with a weight representing the movement distance that a node
moves from the position at the stage ¢; to the assigned position
at the stage #;41.

Then, the movement of the sensor nodes during whole T can
be considered as a multi-staged weighted bipartite matching
process. As shown in Fig. 4, each circle represents a specific
position assigned to all sensor nodes. Each arrow represents
a possible path combination of the nodes from the previous
stage to the next stage. From the stage #; to tj 1, since one
circle can have ¢ different path combinations to maintain K,
there are ¢ different edges. Then Theorem 2 is proved. [ ]

With Theorem 2, we have a brute force algorithm to
compute the minimum total travel distance D in the K-D
ABC problem. For each edge in Fig. 4, there are n! possible
path combinations. Thus, the total search space is O(p”n!T).
The following corollary gives a much faster algorithm to
compute the minimum total travel distance.

Corollary 1: The minimum total travel distance D in the
K-D ABC problem can be computed with the complexity
of O(pTn3T).

Proof: From the first stage to the last stage during
whole T, there are in total 97 combinations of possible path
combinations of the sensor nodes. Finding the result of an
weighted bipartite matching problem is known as the assign-
ment problem, which could be solved by using a modified
shortest path search in the augmenting path algorithm. If the
Bellman-Ford algorithm is used, the running time becomes
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Fig. 5.

(a) Translation movement of the dynamic zone.
movement of the dynamic zone.

(b) Rotation

O(V2E) = O(n*), or the edge cost can be shifted with
a 0(V2log(V) + VE) = O(n’) running time using the Dijk-
stra algorithm and Fibonacci heap. Such classical algorithms
significantly decrease the computational complexity. Finally,
the total complexity is O(p” n37). ]

In order to maintain the convex hull and minimize the
total travel distance, we summarize the movement patterns for
mobile sensor nodes as:

« When the zone moves as a rigid, the sensor nodes keep
the e-convex hull shape and move together with this zone.
« When the zone grows or shrinks its size, the sensor nodes
scale the e-convex hull shape with the zone.
« When the zone rotates, the sensor nodes keep the
e-convex hull shape but do not rotate with the zone.
The change of the dynamic zone can be considered as
the combination of translation, scaling and rotation. For the
translation case as shown in Fig. 5, all sensor nodes have
to move the same distance as the zone in order to maintain
the maximum K. The same reason applies for the scaling
case. Nevertheless, for the rotation case, the sensor nodes are
able to decrease the travel distance by forming a chain which
does not rotate strictly with the zone. In Fig. 5, we show
an ideal example that the zone is round and only rotates
counterclockwise. We compare two movement patterns. In the
first pattern, all sensor nodes remain stationary, and in the
second pattern, all sensor nodes rotate together with the zone.
Both patterns achieves the maximum K, but the first pattern has
a zero travel distance. Hence, an energy-efficient movement
pattern is to move with as less as barrier’s rotation.

V. ADAPTIVE BARRIER COVERAGE SYSTEM

In the last section, we discuss the theoretical maximum
K -barrier coverage and the minimum D movement pattern.
However, the theoretical analysis cannot be easily achieved
in real world because of two reasons. First, the theoretical
results are derived when the movement of the dynamic zone
is given. In practice, it is impossible to know the future of
dynamic zone. Second, every sensor node can know only
partial information of the zone. Nevertheless, the optimal
movement pattern requires the global information of the zone.

To tackle these two practical issues, we propose a soft-
ware defined adaptive barrier coverage system, which resorts
to the concept of the software defined networking [11].
The movement strategy is not consolidated in the mobile
sensor nodes. Instead, a centralized controller is utilized to
control the movements of sensor nodes in real-time. If any new
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Fig. 6. The cloud-based architecture.

situation is discovered in real world, the movement strategy

can be easily adjusted by software method at the controller.
To design such a system, the core components include the

cloud-based architecture and the movement strategy controller.

A. Cloud-Based Architecture

The cloud-based architecture consists of two parts: multiple
sensor nodes and a cloud center. These two parts are connected
by the LTE/5G communication system as shown in Fig. 6.

Mobile Sensor Nodes: The major task for mobile sensor
nodes is to sense the change of the dynamic zone and detect the
intruders. These nodes report their sensed data and positions to
the cloud periodically. In addition, if any intruder is detected,
they will report this case to the cloud immediately and warn
the intruder not to approach the dangerous zone. The sensor
nodes can move on the surface of land and sea. However, their
movement is controlled by the cloud.

Cloud: The cloud takes in charge of the computing task.
Based on the feedback information from the sensor nodes,
the cloud runs the basic algorithm to compute the optimal
next positions of sensor nodes. Then, it sends the movement
instructions to all sensor nodes.

The cloud-based architecture benefits from the following
advantages.

« Although every sensor node only senses partial informa-
tion of the zone, the cloud has a global view because of
the information collection from all sensor nodes.

o The cloud has the strong computing capability, which can
compute the optimal next positions for all sensor nodes
quickly.

The distributed architecture is an option for adaptive bar-
rier coverage system, in which sensor nodes can exchange
information via wireless communications (such as WiFi or
ZigBee) and determine the movements themselves. Compared
with the distributed architecture, the centralized cloud-based
architecture may increase the infrastructure cost. However,
the cloud-based architecture provides better quality of service
including higher K, lower D (because of global view), and
lower response time (because of strong computing capability).
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Fig. 7. (a) Sensor nodes distributing on the e-boundary extension of the
dynamic zone. (b) Sensor nodes move to the positions on the e-convex hull.
(c) Sensor nodes move to the position of middle of two closest neighbors.
(d) Sensor nodes move towards the direction where no neighbor exists.

B. Movement Strategy Controller

Using the cloud-based architecture, the movement strategy
controller determines the movement strategy to maintain the
barrier coverage for various real environments such as 3D
terrain and obstruction. In addition, if meeting new envi-
ronment, sensors can sense it and report it to the cloud.
Then, the controller learns the new environment and gener-
ate corresponding new strategy. This design resorts to the
similar design in new policy generation in software defined
networks (SDN) [18].

Then, we propose a basic movement algorithm for sensor
nodes in the usual 2D plane case. All the other movement
strategies for complex environments can be plugged into the
the controller, whose designs are our future work.

The basic movement strategy is named by barrier mainte-
nance algorithm (BMA) as shown in Alg. 1, which is operated
at the controller by default.

In order to achieve K-D adaptive barrier coverage, imitating
an elastic band wrapping around an object is a potential
strategy. First, an elastic band always forms the convex hull of
an object. Second, an elastic band can effectively decrease the
travel distance by ignoring rotation and concave deformation
of the dynamic zone. Leveraging the principles of elastic band,
we design the barrier maintenance algorithm.

To collaboratively control the mobile sensor nodes, we intro-
duce the virtual force into BMA. In the community of
sensor networks, Zou and Chakrabarty [30] firstly propose the
concept of virtual force, which is produced by measuring the
distance between nodes. Using virtual force in our BMA can
imitate the tension among elastic molecules. Thus, the sensor
nodes are desired to adaptively form the e-convex hull and
evenly distribute on this hull.

Based on the virtual force, we design four steps for move-
ment control.

Step 1: The sensor nodes should move close to the
boundary of the dynamic zone and stay on the e-boundary
extension.

By following Step 1, the sensor nodes can be distributed on
the e-boundary extension as shown in Fig. 7(a).

Step 2: A sensor node should maintain the internal angle
being no more than 180°. A sensor node with its closest left
and right neighbors can form two angles. The internal angle
is defined as the angle facing to the boundary.

By following Step 1 and 2, the sensor nodes can be
distributed on the e-convex hull as shown in Fig. 7(b).

Algorithm 1 Barrier Maintenance Algorithm (BMA Calcu-
lates the Next Position of s;, Which Is Executed in the
Cloud Center.)
Input: the sensing range rs, the warning distance €; the
position of a sensor node py,; the position of this node’s
left neighbor ps,_, and right neighbor py, ; the distance
d(ps;, Z)
while True do
p < ps;5 !/ p is the next position that s; will move to
if 5; has two closest neighbors (left and right)
p1 < the middle position of two neighbors;
if d(ps;, Z) <rs
p2 < q:d(Z,q) = € and d(py;,, q) = d(ps;_y> 9)s
p < d(Z,p2) > d(Z, p1)?p2: p1;
else p < py;
else if s5; has only one neighbor
p < q d(ps,.,,q) =2rs and d(Z, q) = ¢€;
if p # py,
Move to p;
end while

Step 3: A sensor node should move to the point that has
the same distance to its two closest left and right neighbors in
order to achieve the even distribution on the e-convex hull.

In Fig. 7(c), the result of the previous three steps is shown.

Step 4: A sensor node should move towards the direction
where there is no neighbor.

This step allows the virtual force to pull the sensor nodes
towards the vacant direction along the e-convex hull in order
to form a complete barrier. Fig. 7(d) illustrates this effect and
the resulting chain.

Combining the four steps, the pseudo-code of BMA is given
in the algorithm table. When the positions of left and right
neighbors are updated or the change of boundary is sensed,
a sensor node needs to move to a new position. The next
position p should satisfy d(p,Z) = € and d(s;,si—1) =
d(si, si+1), which indicates the perpendicular bisector of the
left and right neighbors. If this p constructs an internal angle
larger than 180°, ie., against Step 2, the next point must
change to the middle position of two neighbors. If this sensor
node has only one neighbor, it moves to the reverse direction
of this neighbor.

This algorithm is executed round-by-round. At every round,
BMA computes the next position from the 1-st sensor
node to the n-th node while setting the sensor node’s left
and right neighbors are fixed. The cloud computes sev-
eral rounds of BMA until all next positions are converged.
These next positions are treated as the final movement
instructions.

Each sensor node equipped with the LTE/5G transceiver,
sending their position and sensed data to the cloud, and
receiving the movement instructions. Since the size of reported
data and movement instructions are very small, the LTE/5G
is adequate to afford these communications in real-time. It is
possible that the link quality is not good enough to connect
the cloud in certain time slot, which results in some delay.
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1993/04/26 1993/04/27

1993/04/28
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Fig. 8. (a) Red tide data on 1993/04/26. (b) Result of the adaptive barrier
coverage wrapping the red tide on 1993/04/27. (c) Result of the adaptive
barrier coverage wrapping the red tide on 1993/04/28.

However, once the link is connected again, the cloud can
re-organize the sensor node into the barrier in the next
time slot.

C. Discussion

Two practical constraints are needed to be discussed.

When the dynamic zone grows too large, the given n sensor
nodes may not guarantee even K = 1. It will happen when the
length of the e-convex hull is larger than 2nry. In this case,
the cloud needs to decide whether assign more sensor nodes
to maintain the barrier.

In the ideal 2D plane scenario, the BMA requires that the
velocity of mobile sensor node v, should be larger than

074/ 1+ (2’7”)2, where v, is the maximum velocity of the
boundary of the dynamic zone. Consider the worst case when
the boundary moves outwards at the velocity v,. In this case,
a sensor node has to move outward, and meanwhile adjusts its
position on the e-CH. The length of the convex hull increases
by no more than 2z v,. Since n sensor nodes evenly distribute
on the e¢-CH, the average distance for every sensor node
is no more than 2z v,/n. By combining the two kinds of
distances, the aggregated travel distance of the sensor node

. 2 2mvz\2
is /o7 + (55)°.

VI. PERFORMANCE EVALUATION

In this section, we conduct trace-driven simulations to
evaluate the proposed adaptive barrier coverage system.

A. Simulation Settings

To evaluate the proposed system under a realistic setting,
we utilize the real trace data of toxic red tide populations
collected from the Western Gulf of Maine [22]. One example
of the trace data is visualized in Fig. 8(a). The conspicuous
effects of red tides are the associated wildlife mortalities
among marine and coastal species of fish, birds, marine
mammals and other organisms. Thus, several mobile sensor
nodes are deployed to monitor the red tide on the sea surface
and warn unaware entities from the dangerous zone.

The red tide zone is defined as a boundary in which the
density of Alexandrium cells (one kind of red tide) are above
90 mg/L. The maximum area of this zone is 1002400m? and
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Fig. 9. The number of sensor nodes needed to form the different number of
barriers K.

the maximum length of this region is 8220m. This red tide
zone moves and deforms itself because of many factors, such
as ocean current and wind. The maximum velocity of the
red tide region is 1.296 km per day (0.015m/s average).

In simulations, 100 sensor nodes are adopted by default.
The sensing range is set as ry = 50m and the safety distance
is set as € = 30m. The movement parameters used for our
mobile sensor nodes refer to the Starburg AUV [8], which
is one small unmanned water vehicle. The velocity of this
sensor node is up to 1.5m/s. The battery allows this sensor
node continuously moving up to 7500m.

We compare the performance of our adaptive barrier cov-
erage system (AdaBarrierCov) with the theoretical optimum
(TheoOpt), the boundary extension coverage (BoundaryEx)
and the smallest ring coverage (SmallestRing). The TheoOpt is
calculated according to the theoretical analysis in Section 4,
which assumes that the trace of red tide is pre-known. The
BoundaryEx forms the sensor nodes to be the e-boundary
extension of the dynamic zone as the dot line in Fig. 7(a).
In SmallestRing, the sensor nodes always move to construct
a smallest ring shape containing the dynamic zone.

B. Performance Results

In Fig. 8(b) and (c), the discrete points represent the
positions of sensor nodes and the black area represents the
red tide zone. These figures show two snapshots of the zone
and 100 mobile sensor nodes. We find that the sensor nodes
form a chain as the extended convex hull of the zone, and the
intervals between neighbors are almost equal.

Fig. 9 shows the relation between the number of barriers K
and the number of necessary sensor nodes when the region
is as shown in Fig. 8(c). In this case, the length of the
30-extension convex hull is 4965m, the 30 boundary exten-
sion is 7650m and the smallest ring is 7008m. As shown
in Fig. 9, to achieve K = 1, both TheoOpt and AdaBarri-
erCov need 50 nodes, but SmallestRing and BoudaryEx need
71 and 77 nodes respectively. These numbers linearly increase
with the growth of K. We observe that our AdaBarrierCov
can achieve the optimal max(K) and is better than the other
solutions.

Fig. 10 plots the distribution of the number of barriers K of
different methods over time. The theoretical optimal number
of barriers varies with the change of the red tide zone, where
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TABLE I

MAXIMUM VELOCITY REQUIRED BY DIFFERENT METHODS
WHEN THE VELOCITY OF ZONE IS v; = 0.015m/s

| | Maximum Velocity Requirement |

AdaBarrierCov 0.015m/s
BoundaryEx 0.015m/s
SmallestRing 0.028m/s

there are 43 hours with K = 1, 661 hours with K = 2,
257 hours with K = 3 and 39 hours with K = 4. In our
AdaBarrierCov, there are 79 hours with K = 0, 32 hours with
K =1, 627 hours with K = 2, 233 hours with K = 3 and
29 hours with K = 4. Since the AdaBarrierCov consumes time
on a process of sensing, communication, computing, and mov-
ing, its result has a little delay compared with the TheoOpt,
which assumes the trace of red tide is pre-known. In addition,
AdaBarrierCov performs much better than BoundaryEx and
SmallestRing, whose performance even cannot reach K = 3.

The total travel distance over time is shown in Fig. 11 to
assess the energy consumption. The shorter travel distance
indicates the lower energy consumption, which is important
for mobile monitoring. In Fig. 11, the travel distance in
AdaBarrierCov is close to the optima and is much smaller
than other two. At the end of simulation time, AdaBarrierCov,
BoundaryEx and SmallestRing move 12.18%, 47.19% and
104.69% distance more than the TheoOpt. The total travel
distance of AdaBarrierCov is 84122m and every sensor node
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moves 841.22m in average. In all sensor nodes, the longest
one moves about 1139.45m. Such a travel distance is practical
since a Starburg AUV can move up to 7500m.

In Table 1, we measure the maximum velocity required by
different methods when the red tide zone moves at a velocity
of 0.015m/s. It is sufficient for both AdaBarrierCov and
BoundaryEx that the sensor nodes move as fast as the dynamic
zone. However, the SmallestRing needs a greater velocity since
it has to maintain sensor nodes as a ring.

VII. CONCLUSION

This paper studies the adaptive barrier coverage for dynamic
zones. We formulate this problem and derive the theoretical
maximum number of barriers. Then, we proposed a soft-
ware defined system consisting of the cloud-based architec-
ture and the barrier maintenance algorithm. The cloud-based
architecture provides high computation capability and global
view. And the proposed algorithm imitates an elastic band,
which continuously retains the barrier coverage wrapping the
dynamic zone. Thus, our system approaches the maximum
number of barriers for high monitoring quality and effectively
reduces the total travel distance for energy saving. In addition,
the software defined system provides the opportunity of sus-
tainable development. More strategies can be easily added if
more practical factors need to be taken into account.
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