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Abstract—Industrial Internet of Things (lloT) plays an in-
dispensabile role for Industry 4.0, where people are commit-
ted to implement a general, scalable, and secure lloT system
to be adopted across various industries. However, existing
IloT systems are vulnerable to single point of failure and
malicious attacks, which cannot provide stable services.
Due to the resilience and security promise of blockchain,
the idea of combining blockchain and Internet of Things
(IoT) gains considerable interest. However, blockchains are
power-intensive and low-throughput, which are not suitable
for power-constrained |oT devices. To tackle these chal-
lenges, we present a blockchain system with credit-based
consensus mechanism for lloT. We propose a credit-based
proof-of-work (PoW) mechanism for loT devices, which can
guarantee system security and transaction efficiency simul-
taneously. In order to protect sensitive data confidentiality,
we design a data authority management method to regulate
the access to sensor data. In addition, our system is built
based on directed acyclic graph -structured blockchains,
which is more efficient than the Satoshi-style blockchain
in performance. We implement the system on Raspberry
Pi, and conduct a case study for the smart factory. Exten-
sive evaluation and analysis results demonstrate that credit-
based PoW mechanism and data access control are secure
and efficient in lloT.

Index Terms—Blockchain, credit-based, directed acyclic
graph (DAG), efficiency, industrial I0T (lloT), privacy, proof-
of-work (PoW), security.
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I. INTRODUCTION

HE integration of 10T and industry is an important modus
T to promote automation and informatization of industry.
I1oT helps cut down on errors, reduce costs, improve efficiency,
and enhance safety in manufacturing and industrial processes,
which has a great chance to make industry field a higher level
of integrity, availability, and scalability.

However, security attacks and failures could cause great trou-
ble against the global 10T network [1], which may outweigh any
of its benefits. For example, the central data center is vulnera-
ble to single point failure and malicious attacks, such as DDoS,
Syhil attack [2], which cannot guarantee services availability. In
addition, sensor data stored in adata center are at therisk of dis-
closure. Also, data interception may occur in communications
between 10T devices, which cannot promise the credibility of
collected data.

In recent years, with the emergence of blockchain, the idea
of combining blockchain and 10T has gained considerable
interest [3]-{5]. By leveraging the features of tamper-proof and
decentralized consensus mechanism in blockchain, we have
the chance to solve the aforementioned security issuesin [10T
systems.

There are some existing research on this topic, for exam-
ple, O. Novo [4] proposes an access control system based on
the blockchain technology to manage 10T devices. However,
the system is not fully built on a distributed architecture be-
cause of the usage of the central management hub. Once the
management hub is failed or attacked, 10T devices connected
to it become unavailable. Z. Li et al. [6] exploit the consor-
tium blockchain technology to propose a secure energy trad-
ing system. But they do not consider privacy issues, such as
the sensitive data disclosure risk, and thus it cannot guarantee
sensitive data confidentiality. The aforementioned systems all
adopt chain-structured blockchains in 0T systems, which are
overloaded for power-constrained 10T devices. Z. Xiong et al.
[7] introduce edge computing for mobile blockchain applica-
tions and present a Stackelberg game model for efficient edge
resource management for mobile blockchain. They reduce com-
putational requirements of mobile devices by leveraging edge
computing. In addition, there are some other challengesthat also
brought in the meantime when introducing the novel design of

1551-3203 © 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0002-1306-9088
https://orcid.org/0000-0001-9266-3044
https://orcid.org/0000-0001-7863-3260
http://www.ifaa.org.cn/en
mailto:junqin.huang@sjtu.edu.cn
mailto:junqin.huang@sjtu.edu.cn
mailto:linghe.kong@sjtu.edu.cn
mailto:gchen@cs.sjtu.edu.cn
mailto:mwu@sjtu.edu.cn
mailto:mwu@sjtu.edu.cn
mailto:xueliu@cs.mcgill.ca
mailto:zp@sia.cn

HUANG et al.: TOWARDS SECURE INDUSTRIAL IOT: BLOCKCHAIN SYSTEM WITH CREDIT-BASED CONSENSUS MECHANISM

3681

blockchain into 11oT systems. We summarize the three main
challenges.

1) Tradeoff Between Efficiency and Security: We know that
consensus algorithms in blockchain can effectively help to de-
fend malicious attacks, and PoW is the most widely used con-
sensus algorithm, which forces nodes to run high-complexity
hash agorithmsto verify transactions. However, it isoverloaded
for power-constrained |0T devices. While eliminating the PoW
mechanism can potentially improve efficiency of transactions,
it also causes system security issues. As aresult, how to make
the tradeoff between security and efficiency in consensus mech-
anismsisthefirst challenge of this study.

2) Coexistence of Transparency and Privacy: Blockchain
features of transparency, which is an important characteristic
in the finance field. However, it may become a drawback for
some l10T systems, where the collected sensitive data require
the confidentiality and are only accessible by authorized ones.
It istherefore important to design an access control schemeina
transparent system.

3) Conflicts Between High Concurrency and Low Through-
put: 10T devices report data continuously in lloT sys
tems, leading to a high concurrency. Unfortunately, com-
plex cryptographic-based security mechanismslargely limit the
throughput of blockchain. Besides, the synchronous consensus
model in chain-structured blockchains cannot make full use of
bandwidth in I10T systems. So how to improve the throughput
of blockchain to satisfy the need of frequent transactionsin 10T
systems becomes the third challenge.

To address these challenges, we propose a blockchain system
with credit-based consensus mechanism for 110T. In order to
decrease the power-consumption in consensus mechanism, we
present a self-adaptive PoW algorithm for power-constrained
loT devices. It can adjust the difficulty of PoW based on nodes
behavior, which can decrease the difficulty for honest nodes
while increasing for malicious nodes. We also present an ac-
cess control scheme based on the symmetric cryptography in
the transparent blockchain system, which provides a flexible
data authority management method for users. Our system in-
frastructure is built based on the directed acyclic graph (DAG)-
structured blockchain, which improves the system throughput
by leveraging its asynchronous consensus model.

We implement a concrete system on Raspberry Pi for a smart
factory scenario. Extensive experiments and analysis results
demonstrate that the proposed credit-based PoW mechanism
and dataauthority management method can guarantee efficiency
and security simultaneously. Our main contributions of this pa-
per are described as follows.

1) We identify three main challenges in integrating
blockchain technology into I10T and propose correspond-
ing three solutions to tackle these challenges.

2) We propose a general, scalable, and secure blockchain
system for [10T, where we design a moderate-cost credit-
based PoW mechanism and an efficient access control
scheme for power-constrained 10T devices. Also, differ-
ent from previous works, we utilize the DAG-structured
blockchain as the infrastructure to build our system to
achieve a higher throughput.

-
-

-
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Fig. 1. Chain-structured blockchain. White squares represent valid
blocks, while gray squares represent invalid blocks.

3) We design and implement the proposed system for a
smart factory scenario. Experiments results demonstrate
that the credit-based PoW mechanism and data author-
ity management method have a good performancein loT
devices.

Theremainder of this paper isorganized asfollows. Section 1|
briefly introduces the background of blockchain technology.
Section |11 presents the overview of our blockchain system for
smart factory including architecture and mechanismsdesign. We
implement the proposed system in Section IV, and introduce the
workflow of each system module respectively. Evaluation and
analysis are conducted in Section V. Section VI discusses the
related work and Section V11 concludes this paper.

Il. BACKGROUND

Blockchains are distributed ledgers or databases, which is
backed by complex cryptographic technol ogies and the consen-
sus model. Blockchains enable parties which do not fully trust
each other to form and maintain consensus about the existence,
status, and evolution of a set of shared facts [8]. These values
of blockchain have gained considerable interest and adoptionin
industry and academia.

Based on the difference in structure, there are two types of
blockchains, one is chain-structured blockchain and the other is
DAG-structured blockchain [9].

A. Chain-Structured Blockchain

Existing implementations of blockchain are mainly based on
chain-structured blockchain, such as Bitcoin, Ethereum, Hyper-
ledger, etc. As Fig. 1 shows that chain-structured blockchain
maintains the longest chain as the main chain in the system,
blocks attached in the main chain are considered as valid trans-
actions. When two blocksare generated just afew seconds apart,
forks will happen, and the latest block in the longest chain is
always chosen, so other blocks in shorter chains are considered
asinvalid blocks.

However, chain-structured blockchain is power-intensive due
to its complex cryptographic security mechanisms [10], which
is not suitable for power-constrained 10T devices. Also, syn-
chronous consensus mechanisms limit the system throughput,
i.e., transactionsonly can be validated one by one, which cannot
satisfy the need for frequent requestsin 10T systems.

B. DAG-Structured Blockchain

In order to makeblockchaintechnology morepractical inreal -
istic world, especially in power-constrained application, people
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Fig. 2. DAG-structured blockchain. White squares represent verified
transactions, while gray squares represent tips.

propose anew structure of blockchain, based on directed acyclic
graph architecture, which isvividly called tangle [11].

In tangle, it eliminates the concept of block, each transac-
tion is an individual node linked in the distributed ledger. Be-
fore a new transaction is submitted, it must validate two for-
mer transactions that have been attached but not verified in
the tangle, which is called tips. Then the new transaction bun-
dles with these two former transactions through running Pow
algorithm. After that, the new transaction can be broadcasted
to the tangle network. Each new transaction always will be
validated by other newer transactions later. There is a metric
called weight for each transaction, which is proportional to the
number of validation for the transaction. The weight is similar
to the concept of six-block-security [12] in bitcoin, the big-
ger value of weight is, the more difficult the transaction to be
tampered.

In chain-structured blockchain, a new transaction must be
validated before attached to the main chain, whichiscalled syn-
chronous consensus. Different from it, tangle adopts an asyn-
chronous consensus, which is more efficient in improving sys-
tem throughput. Asshownin Fig. 2, DAG-structured blockchain
isnot constrained by thesingle main chain and forksall thetime,
the relation among transactions looks like a tangled net. This
novel architecture and consensus mechanism can improve net-
work throughput and system response time theoretically. IOTA
[11], Byteball [13], and NANO are three representative DAG-
structured blockchains.

Though DAG-structured blockchain has been designed to sat-
isfy the demands of frequent transactionsin 0T system, ability-
limited 10T devices, e.g., battery-powered nodes, are restricted
torunlight walletsdueto the complex consensusa gorithm [14].
According to the official document, we know that the minimum
difficulty value of PoW required to attach transaction to tangle
is14,' and we test its performance running on a Raspberry Pi in
Section V. The Fig. 7 shows that it takes over 200 s to run the
PoW algorithm, which isunacceptablefor 110T systems. Hence,
we need to design anew light-weight consensus mechanism for
IloT systems.

1[Online]. Available: https:/github.com/iotaledger/iotajs
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Fig. 3. Architecture of blockchain-based IloT system for smart factory.

I1l. BLOCKCHAIN SYSTEM WITH CREDIT-BASED CONSENSUS
MECHANISM FOR IlIOT

In this section, we present the overview of the proposed
blockchain-based 110T system. Weintroduce the detailed design
of system from three parts, including the system architecture,
credit-based PoW mechanism, and data authority management
method.

A. Architecture Design for Smart Factory

The system infrastructure is built on DAG-structured
blockchain, each entity is a node in the blockchain-based 110T
system. In terms of functiona division, they can be divided
into two categories, i.e., light nodes and full nodes. Light nodes
are those power-constrained devices like 10T devices, they do
not store blockchain information due to their constrained na-
ture. What they can do are to verify tips, run PoW consensus
agorithm and send new transactions to full nodes. Full nodes
are those more powerful devices like gateways or servers, their
main duty isto maintain the whole blockchain network, i.e., the
tangle. They receive transaction requests from light nodes and
broadcast in the blockchain network to complete the transac-
tions.

The architecture of our system is shown in Fig. 3, and there
are four components in the architecture.

1) Wireless Sensors: Wireless sensors deployed in a smart
factory belong to the group of light nodes. Each sensor will
generate a blockchain account when initialized, i.e., a pair of
public/secret key (PK, SK), which is the unique identifier in
the system. The key pair for each deviceisnot only used to sign
transactions, but also to make the key distribution, which will
be described in Section 111-C.

2) Gateways: Gateways play the role of full nodes, which
are committed to maintain the tangle network. More spe-
cific, gateways receive the requests from various sensors and
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broadcast the transactionsin the tangle, they only processtrans-
actions from legal sensors that are authorized by the manager.

3) Manager: Manager is a specific full node, which is re-
sponsible for managing |oT devices in a smart factory. The
public key of the manager will be hard-coded into software
in gateways, which means only the manager has the rights to
publish the authorization list of devices. Then the manager can
manage loT devices (add/delete) through launching a transac-
tion which records public keys of authorized 10T devices. It can
be described as

TX = SignSKM (PKd17 Pde ceey PKd” ) (1)

where T'X represents atransaction, S K, represents the secret
key of the manager, PK,,, PK,, ..., PK,, represent public
keys of 10T devices. Because the manager signs the transaction
by using his secret key, which cannot be forged, thus gateways
can discriminate legal devices by fetching authorized devices
list published by the manager from blockchain.

In each smart factory, the existence of one or more managers
are permitted, which depends on the decision of the owner of
loT devices. Therole of amanager can help to manage the loT
devices in a smart factory, also block the invalid requests from
unauthorized devices. In thisway, our system can be scaled and
managed flexibly.

4) Tangle Network: The tangle network in our system is a
public blockchain network, any party can access the network.
Gateways, i.e., full nodes, keep the network secure and stable by
broadcasting transactions and keeping copies of the blockchain.
Among factories, secure datasharingisal so supported. For some
sensitive data, we can use data authority management method
to protect the privacy of sensor data, which will be detailed
introduced in Section 111-C.

The architecture of our system is distributed and resilient
to various attacks, such as DDoS, Sybil, double-spending, etc.
Also, our system isbased on DAG-structured blockchain, which
improves system throughput comparing to chain-structured
blockchain. In order to further improvethroughput of our system
and make access control in the system, we propose credit-based
PoW mechanism and data authority management method in the
rest part of this section.

B. Credit-Based PoW Mechanism

Inthis part, we design credit-based POW mechanism to make
the tradeoff between efficiency and security in consensus mech-
anism.

We define that node i has a property of credit value Cr;,
and the credit value will change in real time based on node's
behaviors. Normal behaviors, i.e., obey the system rulesto send
transactions, will increase the credit value over time gradually.
In the opposite, nodes which conduct abnormal behaviors will
decrease credit value. The difficulty of PoW mechanism is self-
adaptive according to credit value of each node, the lower the
credit valueis, the longer the time taken to run PoW algorithm.
So this mechanism will let honest nodes consume | ess resources
while force malicious nodes to increase the cost of attacks.

Before giving the detailed design of credit-based PoW mech-
anism, we first state two possible existing abnormal behaviurs
in the system.

1) Lazy Tips: A “lazy” node could aways verify a fixed
pair of very old transactions, while not contributing to the ver-
ification of more recent transactions. For example, a malicious
entity can artificially inflate the number of tips by issuing many
transactions that verify afixed pair of transactions. This would
make it possible for future transactions to select these tips with
very high probability, effectively abandoning the tips belonging
to honest nodes.

2) Double-spending: A malicious node wants to spend the
same token twice or more through submitting multiple trans-
actions before the previous one is verified. Even though such
behavior will be detected and cancel ed by asynchronous consen-
sus mechanism, it slows down the efficiency of system because
other associated transactions also will be redone.

Thus, according to the behavior of node, we divide C'r; into
two components, which can be denoted as

Cri = mCrY + 207N 2

where Cr!" represents the positive impact part, Cr? represents
the negative impact part, 11 and X, represent the weight coeffi-
cient of each part, respectively.

We can distribute the weight of these two parts by adjusting
A1 and .. If we want to adopt strict punishment strategy in the
system, we can set A, larger.

Cr! ispositively related to the number of normal transactions
over a unit of time of node i, i.e., is measured by the level of
node activity, which is defined as

P _ dohl1 Wk
Cri = AT ©)
wheren,; denotesthe number of valid transactions of node: dur-
ing thelatest unit of time, AT" denotesaunit of time, w;, denotes
the weight of the kth transaction. The weight of a transaction
means the number of validation to this transaction.

That isto say, if node 1 isactive during aperiod of time, Cr!
will adjust according to the level of activity, which guarantees
that active nodes in the system can submit transactions faster
whileusing less power. If node: does not submit transactionsfor
aperiod of time, we consider it as an inactive, even an untrusted
node, so the system will not decrease the difficulty of Pow for
it at the beginning, i.e., Crf’ = 0.

CrY isnegatively related to the number of malicious behav-
iors of node ¢, which is defined as

- AT
Crl == aB) @)
k=1
where m; represents the total number of malicious behaviors
conducted by node 4, ¢ represents current time, t;, representsthe
time point of the kth malicious behavior conducted by node i,

and «(B) represents the punishment coefficient for malicious
behavior B, which is defined as

(B) oy if Bislazy tips behavior;
« =
aq it B isdouble-spending behavior

®)
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where «; and a; can be adjusted according to the requirement
of sensitivity to malicious behaviors. We will discuss concrete
parameters setting in Section V-A.

Asdescribed in (4), we can observe that malicious behaviors
impact on anodewill gradually decrease over time, but different
from Cr?, it cannot be eliminated over time. When amalicious
behavior happened just a moment, the absolute value of Cr¥
will be so large that the malicious node cannot continue con-
ducting attacks because of the large difficulty of POW. Thus we
can stop the malicious behaviorsin time.

We notice that the credit formulation mechanism requiresfull
transaction information of each sensor involved, isit possibleto
calculate correct credit scores? We know that the whole tangle
network istransparent, so we can obtain thetransactioninforma-
tion of all the sensors and the relationshi ps between transactions
fromthe DAG network. Thuswe can obtain theweights of trans-
actions w and malicious behaviors records «(3) by sweeping
the DAG structure easily.

After we calculate Cr? and CrY respectively, we can get
C'r; according to (2). Similar to the definition of the difficulty
of mining in Bitcoin [15], the difficulty of PoW in this system
isinversely proportional to the credit scores, which is adjusted
dynamically throughout the lifetime of the system. We define
Cr; = 6D%, where D; isthedifficulty of PoW for node, § isa
scale factor (6 = 11 in this paper). So, there is still a question,
how to control the difficulty of PoW algorithm?

In tangle, anew transaction should “bundle” with two former
transactions through PoW algorithm before submitting, which
can be expressed in formula as

output = hash{hash(T X1)||hash(T X3)||nonce}  (6)

whereT X, and T' X, are hash values of two former transactions
respectively, the nonce isarandom number which nodesneed to
caculate. If output satisfiestherequirement of minimum length
of prefix zero, then nodes succeed to find the valid nonce.

Due to the computing complexity and anticollision of hash
agorithm, we know that if the demand of minimum length of
prefix zero is higger, it is more difficult to calculate a valid
nonce. Thus we can control the difficulty of PoW by adjusting
the demand of minimum length of prefix zero.

Hence, credit-based POW mechanism can decrease the power
consumption of honest nodes while defending malicious attacks
efficiently.

C. Data Authority Management Method

Due to the transparency of blockchain, sensor data stored in
blockchain is exposed in public. So we propose a data authority
management method to support access control of sensor datain
the system.

The way to protect data confidentiality in a transparent sys-
tem is encryption. There are two main types of encryption al-
gorithms, which are symmetric key encryption and public key
encryption. Considering the efficiency of encryption algorithms,
symmetric key encryptionismuch faster (about 100-1000 times
faster) than public key encryption, which is the benefit for
power-constrained devices. Also, there are massive quantities

(PK,,SK )
000

(PK M> SKM )

@ Manager

b Generate symmetric
secret key SK ¢

IoT Device

M, = Encyy {signg, (SK, TS, nonce,)}

= . fof o g 1
M, = Ency {signg, (nonce,,TS,,nonce,)}

»

M, =Encg, {signm" (nonce,,TS;)}

nonce, < Decg, (M)

Distribute the symmetric secret key without
central trust server

|

|

|

«
Decg (M) &

L

|

|

|

|

h

|

|

|

|
|
|
:
D Decg (M)
|
|
|
|
|
|
|

Fig. 4. Process of symmetric secret key distribution.

of sensor data in smart factories, it is unbearable to use the
much slower public key encryption.

However, different from public key encryption, if we adopt
symmetric key encryption, we must consider a secure way to
distribute the secret key. So in order to design a flexible data
authority management method, first, we propose our secret key
distribution scheme without any central trust party.

From the aforementioned architecture design, we know that
every node has a pair of public/secret key (PK,SK) as the
unique identifier, so we can utilize public key encryption to
distribute the symmetric key.

There are three steps for one time secret key distribution,
the process of secret key distribution is shown in Fig. 4, where
TS denotes atimestamp, M denotes a message, and Enc and
Dec are the abbreviations of encrypt and decrypt respectively.
The step of generating symmetric secret key is only done for
one time. Each message is signed with the sender’s secret key,
which ensures received message is not tampered or damaged.
TS in each message presents timeliness of the message, which
isused to resist the replay attack.

M isencrypted by the public key of 10T device, which means
the message only can be decrypted by the |oT device. nonce,
attached in M, is used to launch a response-challenge, if 10T
device returns the correct nonce, we consider the IoT device
has decrypted M correctly. 10T device decrypts M; and gets
the symmetric secret key, then sends M, encrypted by SKg
to demonstrate the success of decryption. nonce, is aso a
response-challengewhichisusedto test the correctnessof S K.
And manager returns nonce;, in Mz to complete this round of
key distribution.

This key distribution scheme utilizes the public/secret key
of each node to distribute symmetric secret key without any
central trust server. Also, it isflexible to update symmetric keys
if needed.

Because the function of each deviceisrelatively fixed, hence,
for those devices whose collected data is not sensitive, they do
not need to encrypt sensor data. So manager only distributes se-
cret key to those devices which collect sensitive data. After 10T
devices get the symmetric secret key, then they can encrypt sen-
sor data before posting it to blockchain. Only people who have
the secret key can decrypt those sensitive data, which guarantees
data confidentiality in a transparent system efficiently.
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IV. IMPLEMENTATION

We implement the proposed system in order to conduct eval-
uation and analysis on it. In this section, we present the detailed
implementation of our system. We implement our system by
modifying IOTA implementation, which is one of the most pop-
ular DAG-structured blockchain platform currently. In the rest
part of this section, wewill introduce theimplementation of full
nodes and light nodes.

A. Full Nodes

There are two roles of full nodes, which are manager and
gateway. They are implemented based on IOTA reference im-
plementation (IRI),? which is the official reference implemen-
tation of full nodes. A full-featured node is a part of the tangle
network as both a transaction relay and network information
provider. It provides a convenient RESTful HTTP interface, so
light nodes can post transactions to full nodes through the re-
mote procedure call (RPC) interface. Besides, We modify IRI
to provide the credit-based POW mechanism and integrate the
functionality of symmetric key generation and distribution into
full nodes, we use the SHA-256 algorithm to distribute secret
keys, and use the advanced encryption standard (AES) block
cipher algorithm implemented by C to encrypt sensor data.

B. Light Nodes

Light nodes are |oT devices in this system, which connect
to full nodes to interact with the tangle network. They are im-
plemented based on PyOTA 2 which is the IOTA Python AP
Library. However, PyOTA does not provide local PoW inter-
face, in order to adjust the difficulty of PoW algorithm flexibly,
so we implement an extension package written in Java to ex-
tend PyOTA. The implementation specification of package is
based on aforementioned design of credit-based POW mecha-
nism. We aso implement the AES-based data authority man-
agement method on light nodes by using C to encrypt collected
sensor data.

C. Tangle Network

Full nodes maintain the tangle network through broadcasting,
storing and synchronizing blockchain information, and light
nodes contribute to increasing the stability of tangle through
validating and submitting new transactions. Here we use a PC
as agateway/manager to run afull node, and use a Raspberry Pi
Model 3B asan loT device to run alight node, which is shown
in Fig. 5. The Raspberry Pi reports

collected data continuously and the PC screen shows the sta-
tus of transactionsin real time.

In this system, the interaction between manager, gateway and
loT deviceis shown in Fig. 6. The workflow of system can be
described in the following steps.

2[Onling]. Available: https://github.com/iotal edger/iri
3[Onling]. Available: https:/pyota.readthedocs.io/

Fig. 5.

Implementation of system on PC and Raspberry Pi.
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1) The manager initializes gateways to set up the tan-
gle network firstly, i.e., records gateways identifiers in
blockchain that cannot be tampered.

2) Then, the manager can authorize or deauthorize 10T
devices through updating authorized devices list in
blockchain.

3) In the stage of secret key distribution, the manager does
not need to distribute the secret key to al 10T devices,
only to devices which collect sensitive data. More spe-
cific, in this case, for 10T device 1, asit does not need to
encrypt collected sensor data because its data is not sen-
sitive, but for 10T device 2, it will encrypt data by using
symmetric secret key before posting transactionsin order
to guarantee sensitive data privacy.

4) After that, an IoT device will get two random tips to
validate them before submitting a new transaction.

5) When validation is passed, the 10T device bundles the
new transaction with these two verified tips through the
PoW agorithm, and submits it to the gateways.

Step 4 and Step 5 are asingle process for sensor data submis-
sion, which can be done repeatedly.
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V. EVALUATION AND ANALYSIS

In this section, we evaluate performancein credit-based PoW
mechanism and how the introduction of data authority manage-
ment impacts the efficiency of transactions. In addition, we pro-
vide security analysisof thewhole system from two aspects, i.e.,
system security and privacy. |OTA aready provides officia live
transaction visualizer,* which also displays the average number
of transaction per second (TPS) of the whole tangle network.
For thisreason, this section will not eval uate tangle network and
target the new components proposed in our system.

Because the system is designed for Industrial 10T devices,
in order to be closer to the actual application scenario, al ex-
periments were done on a Raspberry Pi Model 3B with Quad
Core@1.2GHz, which is a power-constrained and computing-
limited device.

A. Performance in Credit-Based PoW Mechanism

In this part, we evaluate credit-based PoW mechanism com-
paring to traditional POW algorithm on performance. We first
discuss parameters settings that presented in Section 111-B.

We run PoW algorithm with increasing difficulty to find the
relationship between running time and difficulty of Pow, the
resultisshownin Fig. 7.

The minimum difficulty of PoW is 1, and the maximum
should not exceed the length of hash. Indeed, it cannot reach the
maximum value for normal light nodes because running time
increases exponentially when the value of difficulty D islarger
than 11, and when D = 14, the running time on Raspberry Pi
has reached 245.3 seconds, which is unbearable. But on the
other side, it is also a good way to punish malicious nodes.

Dueto the running time of PoW on different 10T devices may
bedifferent, in thisexperiment, we choose therange of difficulty
isfrom1to 14, and set 11 astheinitial difficulty of PoW, which
istherelatively appropriate initial value.

In addition, according to (2), there are four tunable param-
eters, which are A1, 12, AT, and «(B). The weight of each

4[Onling]. Available: hitps://thetangle.org/live
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Fig. 8. Credit value changes based on nodes’ behaviors. (a) When a

malicious attack happens. (b) When two malicious attacks happen.

transaction w can be counted from tangle network. Here we
set A1 = 1, A, = 0.5. According to the (4), the negative part of
credit scores has agreater gain, so we set it to 0.5. If you want a
more severe punishment mechanism, you can set it bigger. Con-
sidering the frequent requestsin I10T systems, we set AT = 30
seconds, anot so long interval. And we set «(B) = 0.5for event
Bislazy tipand «(B) = 1for event B isdouble-spending. From
the definition of these two abnormal behaviorsin Section I11-B,
we know that double-spending will cause the rollback of trans-
actions, which impacts the system much more severe than lazy
tips. Thus, we set double-spending behaviors to 1. Of course,
they can be set to other value if needed because they are ad-
justable parameters.

We simulate behaviors of a light node to present working
mechanism of credit-based PoW, which is shownin Fig. 8.

The x-axis represents the time sequence, we give a range
of three AT to show how does credit-based PoW mechanism
work. The y-axis represents credit value for three curves and
a so denotes weight of transactions for bars, especially, we use
anegative weight value to denote a malicious attack.

We can observe that the curve of Cr overlaps with that of
Cr” when Cr"¥ = 0, which means the node does not conduct
any malicious behavior before, so the negative credit part is 0.
Once the node does any abnormal behavior, it will be detected
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Fig. 9. Performance evaluation in credit-based PoW mechanism. The
four control experiments respectively represent original PoW, credit-
based PoW with normal behaviors, credit-based PoW with a malicious
attack, credit-based PoW with two malicious attacks.

immediately and there will be the corresponding adjustment for
credit value. From Fig. 8(a), we can see that when time is at
24th second, the node conducts a malicious attack, Cr" has a
sharp decline in a short time, thus C'r aso sharply decreases
according to (2).

Weknow that Cr %, which meanstheless Cr is, the more
difficult PoW becomes, so that the node has to take along time
to calculate a correct nonce for the next transaction after con-
ducting a malicious behavior. Thus there is a spacing between
24th and 61st second in Fig. 8(a) because of the punishment for
the malicious behavior, so it takes 37 s to recover the normal
transaction in this experiment, and during this time, Cr” also
decreases because it is inactive. The degree of punishment can
be adjusted flexibly according to the requirement of system.
With time goes, the credit value of node will rise gradually and
return to normal transaction rate. Besides that, we can notice
that, in Fig. 8(b), if the node conducts malicious attacks twice
or more, it will take alonger time to recover normal transaction
rate, which can well prevent malicious nodes from attacking.
The simulation results indicate that credit-based POW mecha-
nism can defend malicious attacks efficiently.

Then, we compare credit-based PoW mechanism with orig-
inal POW mechanism in performance, and set four control ex-
periments as shown in Fig. 9.

We conduct these four control experiments during a range
time of three AT, i.e., 90 s, and evaluate average time of PoW
per transaction. From Fig. 9, we can observe that credit-based
PoW with normal behaviors perform best in running time, which
only needs 0.118 s of PoW for each transaction on average,
while it needs 0.7 s on average for original PoW mechanism.
Thisindicates that credit-based PoW can speed up transactions
for honest nodes.

We also notice that for malicious nodes, the more malicious
behaviors they conduct, the longer time they need to post a
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Fig. 10. Impact of symmetric encryption algorithm on transaction effi-
ciency.

transaction. The penalty time is exponentia with the number
of malicious attacks, so malicious nodes can hardly complete a
transaction which will consume much computing resources. The
result indicates credit-based PoW mechanism can also defend
malicious attacks efficiently even if an honest node becomes a
malicious one suddenly.

B. Impact of Data Authority Management Method on
Transaction Efficiency

Dueto theintroduction of dataauthority management method
in our system, so we evaluate this method's influence level on
transaction efficiency. In the method, there mainly contains two
components, which are the secret key distribution and sensor
data encryption. Consider the frequency of use, key distribution
will not be conducted frequently, even only will be conducted
once at the initialization of system, whose impact on transac-
tion can be ignored. Thus, in this part, we focus on evaluating
performance in sensor data encryption.

As introduced in Section 1V, we adopt AES agorithm in
sensor dataencryption. And wetest the speed of dataencryption
for different message length, which isfrom 64 B to 1 MB, and
theresultisshowninFig. 10. Notethat Fig. 10 usesalogarithmic
scale.

We can observe that running time of AES increases with
increasing message length. When message length is 64 B, the
running time of AESis0.205 ms. When messagelengthis1 MB,
therunning timeis 1.491 s. Indeed, a 256 kB data packageisbig
enough for 10T transmission. In this experiment, encrypting a
message with 256 kB length on Raspberry Pi only needs0.373 s,
which hastiny impact on thewhol e transaction process. Thuswe
can concludethat theintroduction of dataauthority management
method has little impact on transaction efficiency.

C. Security Analysis

In this part, we first present several possible attack models,
and then analyze security from two aspects, i.e., system security

and privacy.
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In this study, we assume that attackers are able to launch fol-
lowing attacks. Wearenot concerned about how attackerslaunch
different attacks, but focuson defending the system against these
possible attacks.

1) Single point of failure. A single point of failureis a part
of system that, if it fails, will stop entire system from
working, which is undesirable in any system with a goal
of high availability or reliability.

2) Sybil attack. In apeer-to-peer network, each node hasone
identity generally. There may exist evil nodes, which pre-
tend multiple identitiesillegitimately, attempts to control
most nodesin the network to eliminate the function of re-
dundant replicated nodes, or to defraud multiple rewards,
which isknown as Sybil attack.

3) Lazy tips and Double-spending. These two micro
possible attacks have aready been introduced in
Section I11-B.

These four possible attacks can be divided into macro attacks
and micro attacks. Wefirstly analyze two possible macro attacks,
i.e., single paoint of failure and Syhbil attack.

Our system is built based on DAG-structured blockchain,
which isadistributed ledger, consisting of agroup of replicated
database nodes. Sensor data are redundantly replicated by al
full nodes, so it is resilient for failure of one or more nodes,
which improves reliability of 10T system. Also, we know that
information recorded in blockchain cannot be tampered, so we
can leverage this feature to manage |oT devices and refuse
to provide services for unauthorized |0T devices, which can
effectively defend attacks, such as DDoS, Syhil attack.

For two micro possible attacks, i.e., lazy tips and double-
spending, the proposed credit-based POW mechanism in this
work also helps to punish and defend malicious nodes, which
is presented before. Besides that, consensus mechanisms in
blockchain can prevent double-spending effectively. These
mechanisms guarantee system safety in the blockchain-based
IloT system.

To be noticed that, in the proposed system, the duty of the
manager isto authorize and manage 10T devices. And, the man-
ager is usually the shareholder of the I10T system, who is the
biggest beneficiary in thissystem. Thus, the manager hasno mo-
tivation for evil, and it isalways considered as an honest nodein
this system. Under this premise, light nodes and other full nodes
are authorized and managed by the manager, which canimprove
credibility toacertain extent. Even though these deviceschanges
to malicious nodes suddenly, our proposed credit-based PowW
mechanism can prevent malicious behaviors efficiently, which
has been demonstrated in Fig. 8.

In protecting data privacy, due to the transparency of
blockchain, we utilize the symmetric encryption algorithm to
implement a data authority management method, which pro-
tects sensor data confidentiality through encrypting data before
storing in blockchain. Only people who have the secret key
can decrypt and get sensor data, which realizes data authority
control in a transparent system. Also, the introduction of this
method brings little impact on transaction efficiency, which is
resource-friendly to |oT devices.

VI. RELATED WORK

In lloT system, there are common technical challenges [1],
[16] needed to tackle, such as scalability, dependability, pri-
vacy, access control, etc. In this section, we review related work
carried out for solving these challenges and discuss the insuffi-
ciencies of them briefly.

There are some existing solutions that are not based on
blockchain technologies. As an example, C. E. Kaed et al. [17]
present a semantic rules engine for industrial 10T gateways that
alows implementing dynamic and flexible rule-based control
strategies, which is vulnerable to single point failure and ma-
licious attacks due to the centralized architecture. M. Shamim
Hossain et al. [18] present a HealthlloT-enabled monitoring
framework to collect health care data from mobile devices and
sensors, which also faces the same risks. In addition, health
care data stored in central servers may be vulnerable to privacy
disclosure.

There are also many research combining blockchain with
|oT to solve the aforementioned issues. For example, A. Dorri
et al. [3] propose a blockchain-based smart home framework to
achieve security goals of confidentiality, integrity, and availabil-
ity. But they eliminate the concept of PoW to speed up efficiency
of transactions, which will raise system security risks. Also, K.
Christidis et al. [19] adopt a similar implementation, i.e., use a
white-list scheme, to cancel consensus mechanisms in private
networks, thusit facesthe same secureissues. Z. Shae et al. [20]
propose a blockchain platform for clinical trial and precision
medicine, which still stuck in the concept stage and is alack of
evaluation. K. R. Ozylmaz et al. [21] try to integrate | ow-power
|oT devicesto ablockchain-based infrastructure, but the system
isimplemented on Ethereum blockchain, which is overload for
|oT devices. And the low throughput of Ethereum blockchain
cannot satisfy the demands of I10T system. Di Pietro et al. [22]
describe a distributed trust model for the 10T that bridges them
to create end-to-end trust between 10T deviceswithout any third
party, which just simply apply blockchain technology into 10T
system and do not present a detailed implementation.

VIl. CONCLUSION

In this work, we propose a blockchain-based 110T system in
the applied scenarios of smart factory to address af orementioned
challenges for 11oT. The proposed credit-based POW mecha-
nism, which decreases power consumption for honest nodes
while increasing computing complexity for malicious nodes,
helps to make the DAG-structured blockchain more suitable for
I1oT systems. Also, the data authority management method can
protect data privacy without affecting the system performance,
which is also practical in 10T system. The results of extensive
experiments and evaluation show that our system has a good
performancein l10T.

Thiswork will be of importanceto research indistributed 10T
systems by providing a practical DAG-structured blockchain-
based solution. Our solution is not only suitable for smart fac-
tory, but also able to adapt to various I10T scenarios. However,
therearestill somelimitationsin our systems, such assensor data
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quality control and storage limitations. In future directions, we
can explore sensor data quality control schemes in blockchain-
based systems and some methods to store huge amounts of data.
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